Semester or Full Year Study
Exchange Program

FACTSHEET




Epitech at a Glance

Premier school
of IT expertise and

Established
in 1999

One of the largest
IT institutions

innovation in France in Europe
International footprint — Active & inductive Over 6 500
15 campuses in France project-based students
and 5 abroad learning
More than More than 100 All courses
3 000 partner partner universities in English
companies worldwide
More than More than 100
10 000 alumni projects completed
every year
OUR VISION OUR MISSION Our project-based learning

Technology is at the heart
of our societies, permeating
every sector-transportation,
energy, media, retail, health-
care, finance, and beyond.
We believe IT professionals
must be versatile, capable
of working across industries
and with diverse technolo-
gies.

At Epitech, our students
acquire advanced techni-
cal expertise and essential
soft skills, preparing them to
excel in the IT field and col-
laborate seamlessly across
various industries.

Epitech is dedicated to sha-
ping the future of society by
preparing the next genera-
tion of IT leaders. Our mis-
sion is to equip students
with the skills and mindset
necessary to drive technolo-
gical innovation and positive
change.

OUR METHOD

At Epitech, there are no tradi-
tional courses or professors.
Instead, expert advisors and
peers guide students, who
achieve their goals through
their'own motivation and
problem-solving.

founded on active and induc-
tive learning, replicates a
typical professional environ-
ment. Students face real-life
situations, exchange ideas,
and challenge opinions to
find the best solutions. By
the end of the program, they
complete numerous projects
using the latest IT technolo-
gies, gaining both high-level
technical skills and essential
soft skills.

Epitech’s methods fos-
ter independent learning,
business understanding,
teamwork, and effective
decision-making skills, pre-
paring students for real-
world challenges.



Introduction

Founded in 1999, Epitech — The European Institute of
Technology, is the premier school for IT expertise and
innovation in France. Epitech is a proud member of the
IONIS Education Group, the largest private higher edu-
cation group in France, which encompasses 29 schools
and entities across 27 cities, with over 35,000 students
and 100,000 alumni. Epitech has a strong national and
international presence with 20 campuses: 15 in France,
4 in Europe, and 1 in Africa.

We welcome international students from our partner uni-
versities to immerse themselves in our innovative teaching
methods for either a semester or a full year. Exchange
students can join the 1%, 2", or 3 year of the Epitech
“Grande Ecole Program” curriculum, tailored to their pro-
ficiency level. Additionally, Epitech provides exchange
students with the option to choose between our vibrant
campuses in Paris or Barcelona.
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GENERAL INFORMATION
Address: 24 rue Pasteur 94270 Le Kremlin-Bicétre,
France
Website: international.epitech.eu
ERASMUS Institution Code: F PARIS360
- J
CONTACTS
International Relations Office
Yannick Tremblay Camille Toussaint Katherine Safon
Director of Regional Manager Reginal Manager
International Relations ~ Asia and Oceania Americas
yannick.tremblay@ camille.toussaint@ katherine.safon@
epitech.eu epitech.eu epitech.eu

+3318407 1401 +3318407 1467 +3318407 1468

Marianne Moufakkir
Regional Manager
EMEA / Erasmus+
Programme
marianne.moufakkir@
epitech.eu
+33184071470

Nohayla El Haj
Mobility Coordinator
nohayla.el-haj@
epitech.eu

+33 18407 1469

Soléne Brandstetter
Mobility Coordinator
solene.brandstetter@
epitech.eu
+3318407 1469



COURSES

Course List: Please consult the Epitech Course Catalogue which offers Undergraduate
and Graduate levels.

- Full year: 1%tcourses in IT and/or CS

- Fall semester: 15t year or 3™ year courses in IT and/or CS (Artificial Intelligence,
mobile development, UNIX programming, game development)

- Spring semester: 2" year courses in IT and/or CS.

- Language of Instruction: English (B2 or equivalent required).

GRADING SYSTEM

Performance of the student has been
at the highest level, showing sustained

excellence in meeting all course
requirements.

A (EXCELLENT)

Performance of the student has been
at a high level, showing consistent

and effective achievement in meeting
course requirements.

B (GOOD)

Performance of the student has been

at an adequate level, meeting the basic
objectives of the course.

Performance of the student has been
less than adequate, meeting only
the minimum course requirements.
The student will have to make
additional efforts to achieve
the learning goals of the module.

C (SATISFACTORY)

D (PASSING)

The student has not achieved
the minimum performance.


https://international.epitech.eu/semester-exchange-program/

ACADEMIC CALENDAR
You can choose to study at Epitech for either one semester or a full academic year:

1t Year Program:

- Full Year: Mid-September to the end of June
- Semester 1: Mid-September to the end of January
- Semester 2: Early January to the end of June

2" Year Program:

- Semester 2: Early January to the end of June
Note™ Students wishing to study for a full year can start with the second semester
of the 1%t Year Program and continue with the first semester of the 2" Year Program.

3" Year Program:
- Semester 1: Early September to the end of January

NOMINATION PROCEDURE

Nominations must be submitted via form. The list of nominated students should be sent
to the Epitech Regional Managers and include the following details for each nominee: full
name, gender, date of birth, email address, number of semesters completed before arrival
at epitech, period of study (fall/spring semester).

FALL SEMESTER SPRING SEMESTER

April 15, 2025 October 15, 2025
For EU citizens: April 30, 2025 For EU citizens: October 30, 2025

APPLICATION PROCEDURE AND REQUIREMENTS

Once nominated by their home institution, students will receive online application instructions
directly from the Epitech International Relations Office. Students should submit the following
supporting documents:

- Copy of Passport (or National Identity Card for European students)

- Official university transcripts translated into French or English

- Proof of English language proficiency (TOEFL IBT: 65/ IELTS: 5.5/ TOEIC: 600, or an English
test result from the home institution)

After receiving the application, Epitech will contact applicants to arrange an interview
to determine the appropriate program based on their technical background.

FALL SEMESTER SPRING SEMESTER

April 30, 2025
For EU citizens: May 30, 2025

November 1, 2025
For EU citizens: November 15, 2025

ACCEPTANCE LETTERS

Epitech will send acceptance letters to students who require a student visa.



HEALTH INSURANCE

For EU Citizens:

- You must have a European Health Insurance Card (EHIC) issued by the relevant authorities
in your home country.

For Non-EU Citizens:
- You will be required to register with the French social security system upon arrival.

French social security covers approximately 60% of medical expenses incurred in France.
While additional health insurance to cover the remaining costs is not mandatory, it is highly
recommended.

~N
LIVING EXPENSES These costs are approximate and may

(ESTIMATION) vary based on each student's lifestyle.

Students can find detailed information
and compare the cost of living in different
cities in France and Europe using
resources like Numbeo, tailored to their
chosen Epitech campus.

- Housing: €800-1000
- Food (groceries): €150

- Transportation: €350 for an annual
student pass or €90 per month (valid
anywhere in metropolitan Paris)

- Phone: €2-20 Additional resources can be accessed

- Entertainment: €160 on the Campus France website.

ACCOMODATION

Each student is responsible for arranging their own
accommodation. However, the Epitech International Office
provides extensive information and support for finding
accommodation off-campus. Students are encouraged

to register on the Studapart platform, which offers various
accommodation choices including Kley Residence

and Les Estudines.

EPITECH BUDDY PROGRAM

The International Buddy Program at Epitech
supports international students in integrating

into their new cultural, linguistic, and academic
environment by pairing each incoming student
with a current Epitech student. This initiative

aims to facilitate friendships, explore the city,

and provide academic and personal support

to incoming students, ensuring a smooth transition
and enhancing their overall experience at Epitech.



https://epitech.studapart.com/en/
https://www.kley.fr/en
https://www.estudines.com/
https://www.numbeo.com/cost-of-living/country_result.jsp?country=France
https://www.campusfrance.org/en

LEARN DIFFERENT

[EPITECH

EUROPEAN INSTITUTE OF TECHNOLOGY
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Line 14 : Maison Blanche
or Hopital Bicétre

EPITECH PARIS
24 Rue Pasteur BY BUS

94270 Le Kremlin-Bicétre Lines 47, 125, 131, 185 :

Roger Salengro
Line 186 : Pierre Brossolette
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international.epitech.eu
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Modules common to all 5 years

[G-INN-020] Free projects Hub (3-6 ECTS)
Spanish Language module (2 ECTS)

Semester 1 Modules

[B-CPE-100] Unix & C Lab Seminar | (5 ECTS)

[B-CPE-101] Unix & C Lab Seminar Il (4 ECTS)

[B-CPE-110] Elementary Programming in C (7 ECTS)
[B-MAT-100] Mathematics (3 ECTS)

[B-MUL-100] C Graphical Programming (5 ECTS)
[B-NSA-100] Networks and Systems (3 ECTS)

[B-PMP-100] Introduction to project management | (1 ECTS)
[B-PRO-100] Professional communication | (2 ECTS)
[B-PSU-100] UNIX system programming (7 ECTS)

Semester 2 Modules

[G-AlA-200] Discovery of Data Analysis (3 ECTS)
[G-AlA-201] Introduction to Data Analysis (5 ECTS)
[B-CPE-200] Elementary programming in C (10 ECTS)
[B-DOP-200] Introduction to DevOps (3 ECTS)

[G-ING-200] Discovery of Software engineering (3 ECTS)
[G-ING-201] Introduction to Software Engineering (5 ECTS)
[B-MAT-200] Mathematics (3 ECTS)

[G-PCP-200] Personal and Group Development (one year only_ 2ECTS)
[B-PMP-200] Introduction to project management (3 ECTS)
[B-PRO-200] Professional communication (2 ECTS)
[B-PSU-200] Shell programming (10 ECTS)

[G-SEC-200] Discovery of Cyber Security (3 ECTS)
[G-SEC-201] Introduction to Cyber Security (5 ECTS)
[B-WEB-200] Introduction to Web (3 ECTS)
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Semester 4 Modules

[B-PDG-300] Paradigms seminar (8 ECTS)
[B-ASM-400] x86_64 Assembly (3 ECTS)

[B-CCP-400] Concurrent programming (5 ECTS)
[G-CNA-400] Computer Numerical Analysis (4 ECTS)
[B-DOP-400] DevOps (4 ECTS)

[B-FUN-400] Functional Programming (7 ECTS)
[B-NWP-400] Network programming (7 ECTS)
[B-OOP-400] Object-oriented programming (8 ECTS)
[G-PCP-400] Personal and Collective Development (one year only_2 ECTS)
[B-PMP-400] Project management (3 ECTS)
[B-PRO-400] Professional communication (2 ECTS)
[B-PSU-400] Unix Prog - Instrumentation (7 ECTS)
[B-SEC-400] Cyber security (3 ECTS)

[B-YEP-400] Year-end project Zappy (7 ECTS)

Semester 5 Modules

[B-AIA-500] Artificial intelligence (4 ECTS)
[B-CNA-500] Computer Numerical Analysis (4 ECTS)
[B-CPP-500] Advanced C++ (9 ECTS)

[B-DEV-500] Application development (9 ECTS)
[B-DOP-500] Advanced DevOps (4 ECTS)
[B-FUN-500] Functional Programming (9 ECTS)
[B-PRO-510] Professional communication (2 ECTS)
[B-SEC-500] Advanced Security (4 ECTS)
[B-SVR-500] Survivor seminar (5 ECTS)
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Modules common to all 5 years
[G-INN-020] Free projects Hub

3-6 ECTS Free projects Hub
Duration in hours Course : N/A TP/TD : N/A Project : 50-120
ECUE prerequisites No

e Technical skills: Programming, web development,
application development and use of new tools and
technologies.

e Teamwork: Collaborate with team members,
communicate effectively and distribute tasks.

e Problem solving: Develop creative solutions to challenges,
think independently and solve problems.

e Project management: Plan, organize and manage time and
resources to meet deadlines.

e |nnovation and creativity: Think outside the box and
experiment with new ideas.

e Students will need to demonstrate their ability to define a
need and establish the technical and organizational steps
required to produce a finished project.

ECUE content

(Main points covered) e Students will be encouraged to explore a technical field on
their own, using an experimental approach to develop

monitoring and self-learning mechanisms.

36ECTS |
Durationinhours
\
Objectives of the ECUE

LCETLILES G GRERELIE o Support from the teaching team and mentors, depending
resources on the project.

e Evaluation through regular presentations throughout the
project

Evaluation methods

Name(s) of person(s) in )

Fabrice MARCO
charge

Bibliography/

webography

e https://www.epitech.eu/innovation/

Semester 1 Modules
[B-CPE-100] Unix & C Lab Seminar|

5 ECTS Unix & C Lab Seminar |
. Course : ]
Duration in hours 10 TP/TD: 4 Project : 90

ECUE prerequisites No



https://www.epitech.eu/innovation/

Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Name(s) of person(s) in

charge

Bibliography/Webograpy
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e A 3-weekintroduction to the fundamentals of
programming using the C language
e Basic use of git and GitHub

e Discovering the working environment (Linux, git, GitHub)
e Discovering functions, parameters and returns

e Conditions, loops and pointers

e  String manipulation

e Compiling via Makefile and creating dynamic libraries

e 13 days, each with a series of exercises to introduce and
deepen programming concepts and the C language.

e Two one-week mini-projects to apply the concepts
covered during the week

e Two "rush" periods (short-term projects) in pairs to review
the week's progress

e Continuous assessment, with each successful exercise
contributing to the validation of one or more associated
skills.

Jonathan Nau

e https://www.indeed.com/career-advice/career-

development/c-
programming#:~:text=By%20learning%20C%2C%20you%
20can,overall%e20concepts%20that%20drive%20program
min

e "The C Language - ANSI Standard" (2e edition, 2014) by
Brian W. Kernighan and Dennis M. Ritchie

[B-CPE-101] Unix & C Lab Seminar Il

4 ECTS
Duration in hours

ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Unix & C Lab Seminar ll

Course: 2 TP/TD : 5 Project: 70

Basic knowledge of C programming (provided by UE B-CPE-
100)

Understand the classic project life cycle at Epitech.

e Apply the basic C skills learned in Part 1.

e Creating a program fromAto Z

e Discovering variation functions

e Anintroductory mini-project to lay the foundations for the
final project

e 1 2-week project to re-implement a current utility in C.

e Competency-based assessment of projects



https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
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Name(s) of person(s) in
(s)ofp (s) Jonathan Nau

charge

e "The C Language - ANSI Standard" (2e edition, 2014) by

Bibliography/webogra
graphy grapy Brian W. Kernighan and Dennis M. Ritchie

[B-CPE-110] Elementary Programmingin C

7 ECTS Elementary Programming in C
Duration in hours Course : 2 TP/TD: 13 Project: 110

Basic knowledge of C programming (provided by UE B-CPE-
100)

e Handling different data structures

Objectives of the ECUE e Discovering sorting, compression and collision algorithms

ECUE prerequisites

e Creating entire programs in C

e Dynamic programming

e Tables and tables of tables
ECUE content

. . e Sorting
(Main points covered)

e Compression/decompression
e Linked lists

e Realization of 3 projects to do on your own; each oriented
to the understanding of a type of algorithm and data
structure.

Teaching methods and/or
resources

Each project is evaluated by automated tests assessing 5
different skills for each project:

e Algorithm application

Evaluation methods e Data structure

e Optimization

e Syntax analysis

e Robustness

Name(s) of person(s) in ]
Kevin SPEGT
charge

e https://frwikipedia.org/wiki/Programmation_dynamique
CHAMTIETINAVEL L IIET )l o hitps://frwikipedia.org/wiki/Algorithme_de_tri
e  “The Art of Computer Programming” by Donald Knuth

[B-MAT-100] Mathematics

3 ECTS Mathematics
Duration in hours Course:4 | TP/TD:10 Project: 35
ECUE prerequisites Know the basics of programming.

Learn to code mathematical tools and functions within the
framework of scientific programming.

Objectives of the ECUE



https://fr.wikipedia.org/wiki/Programmation_dynamique
https://fr.wikipedia.org/wiki/Algorithme_de_tri
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e Linear algebra (vector analysis, matrix calculus)

e Geometry (geometric transformations and coordinate
ECUE content y(g

. . systems)
(Main points covered)

e Solving non-linear equations (polynomials of degrees 2
and 4)

Teaching methods and/or

5 2-week projects to be carried out in pairs.
resources

Each project is evaluated using automated tests to determine
. the ability to implement mathematical notions within an IT
Evaluation methods ) o )

project. In addition, there are 2 reviews to assess

understanding of the mathematical concepts themselves.

Name(s) of person(s) in )
Ilias GROSY
charge

e https://frwikipedia.org/wiki/Produit_matriciel#Produit_ma
triciel_ordinaire

Bibliography/webograpy

[B-MUL-100] C Graphical Programming

5 ECTS C Graphical Programming
Duration in hours Course: 2 TP/TD : 13 Project : 85
ECUE prerequisites C language fundamentals (B-CPE-100)

Acquire the fundamentals of graphic and event development.
Objectives of the ECUE Learn to use an external library, and understand its
documentation.

e Use and understanding of an external C graphics library
(CSFML)

ECUE content e Event graphics management

(Main points covered) e Sprite animation management

e Graphic multi-entity management

e (Crash system calculation

e 2 projects. Each focusing on different aspects (event,
Teaching methods and/or sprite animation then collision, multi-entity).
resources e Practical sessions on each project

e Project follow-up sessions for progress

e Anautomatic game
Evaluation methods e Part manual correction, code review
e Anoral presentation section

Name(s) of person(s) in

Tom KLEIN
charge

Bibliography/webography ‘ e CSFML (SFML / Download / Bindings) (sfml-dev.org)



https://fr.wikipedia.org/wiki/Produit_matriciel#Produit_matriciel_ordinaire
https://fr.wikipedia.org/wiki/Produit_matriciel#Produit_matriciel_ordinaire
https://www.sfml-dev.org/download/csfml/
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[B-NSA-100] Networks and systems

3 ECTS Networks and Systems
Duration in hours Course : 1 TP/TD: 6 Project: 45
ECUE prerequ|S|tes No

e Discover how virtual machines work

Understand the difference between different operatin
Objectives of the ECUE * ‘ ! W I perating
systems

e Basic administration of a Linux installation

e Virtual machine creation

e Dual-boot installation of different operating systems
ECUE content e System configuration

(Main points covered) e Installation of essential utilities

e Account and group creation (rights management)

e File sharing between operating systems

Teachmg methods and/or

1 3-week project to be carried out in pairs
resources

The project is evaluated during a presentation in which group
members must demonstrate that they have acquired the
following skills (on a Linux system):

e How to partition a disk

e Setting up the environment

Evaluation methods e Setthe language used

e Manage groups and users

e Manage folder and file permissions

e Configuring an SSH server

e Mount partitions belonging to other operating systems
e Installing and configuring a web server

Name(s) of person(s) in )
Aymeric FOUCHAULT & Jordan BANKOLE
charge

Bibliography/webography ‘ e https://gbp.resinfo.org/?p=261

[B-PMP-100] Introduction to project management |

1ECTS Introduction to project management|
Duration in hours Course: 1 TP/TD: 4 Project: 20
ECUE prerequisites No

Get people thinking about how to work on a project on their
own and in a group.

Objectives of the ECUE e Collaborate as part of a team, sharing values and pooling
knowledge, resources, tools and skills with a view to
production.



https://gbp.resinfo.org/?p=261
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o Workindependently.
e Take the initiative.

e Work methodology

ECUE content
(Main points covered)

e Group conflict management
e Task management tools

Oral presentations by the students, in which they explain the
CE LR G EERVLIE project management methods used in the concrete case of
resources their project (from another E.U.). Feedback and advice from
teaching staff and peers.

Reviews are evaluated on the following points:

e Breaking down the project into tasks

Evaluation methods e Distribution of work among group members

e |Implementation of work organization processes (time and
task management tools, etc.)

Name(s) of person(s) in ]
Gildas VINSON
charge

Bibliography/webography ‘ e https://asana.com/fr/resources/it-project-management

[B-PRO-100] Professional communication

2 ECTS Professional communication |
Duration in hours Course : 1 TP/TD: 9 Project : 40
ECUE prerequisites Acquis de terminale

Implement the basics of professional-quality written and oral

communication.

e Argue by being able to take a position between different
options and to explain, taking into account theoretical and

Objectives of the ECUE pragmatic frameworks.

e Express yourself fluently in writing, using French registers
appropriate to the context.

e Express yourself with ease orally, in front of an audience,
using different registers of the French language.

ECUE content e Writing a polished, professional e-mail

. . e Creating an effective, impactful presentation
(Main points covered)

e Defend your position in a courteous manner

Blended learning:

Teaching methods and/or

e Asynchronous video and PDF courses (online)
resources
e Synchronous face-to-face workshops

Written work is assessed by peers + checks carried out by the
teachingteamin 5 areas:

Evaluation methods e Rigor and compliance with standards

e Relevance and impact



https://asana.com/fr/resources/it-project-management
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e lLanguage skills
e Appropriate tone, position and vocabulary
e Page layout

Name(s) of person(s) in

Juliette GIBERT
charge

e DUBOST M. and TURQUE C., Améliorer son expression
écrite et orale : Toutes les clés (2018), ellipses

o Bescherelle, Rédiger et communiquer efficacement pour
optimiser ses écrits, 2021, Hatier

Bibliography/webography

[B-PSU-100] UNIX system programming

7 ECTS
Duration in hours

Unix system programming
Course: 2 TP/TD: 13 Project: 110

ECUE prerequisites Fundamentals of C programming.

Objectives of the ECUE .
system calls using the C language.

ECUE content e File management and rights

M : d) e Advanced terminal management (signals)
ain points covere

Discover the fundamentals of Unix programming through
e Discovering and using a library (Ncurses)

Teaching methods and/or ) . ) _ )
e Completion of 3 projects (2 on their own, and one in pairs)
resources

Evaluation methods Automated tests on each project.

Name(s) of person(s) in
Joffrey RIELA & Johan Tay-Nam
charge

e https://man7.org/linux/man-pages/mani/ls.1.html
e https://man7.org/linux/man-pages/man7/signal.7.html

Bibliography/webography

Semester 2 modules
[G-AlA-200] Discovery of Data Analysis

3 ECTS Discovery of Data Analysis
Duration in hours Course : 1 TP/TD: 3 Project : 45

.. e Fundamentals of C programming.
ECUE prerequisites ] ] ) o
e Basic understanding of algorithmic principles

e Introduce the principles of "artificial intelligence" through
Objectives of the ECUE data analysis
o Create alibrary to facilitate data analysis

ECUE content . ?ecrefte a library for reading and analyzing data in CSV
orma

(Main points covered)

e Pandas discovery



https://man7.org/linux/man-pages/man1/ls.1.html
https://man7.org/linux/man-pages/man7/signal.7.html
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1 2-week project to be carried out in groups of 2, consisting of
CETD L ER G GBI recoding a light version of Pandas in C. Retrieve data from a
resources CSV file, identify the columns and their type, filter and order
the data and analyze it using mathematical tools.

The project is evaluated by automated tests and a

Evaluation methods .
presentation.

Name(s) of person(s) in ) ]
Julien CALENGE & Léo SAROCHAR
charge

@ e https://pandas.pydata.org/

[G-AlA-201] Introduction to Data Analysis

5 ECTS
Duration in hours

Introduction to Data Analysis
Course: 1 TP/TD : 6 Project: 90

e Fundamentals of C programming.

ECUE prerequisites ) ) . .
e Basic understanding of algorithmic principles

e Use data analysis tools to select, clean and analyze data
Objectives of the ECUE e Discovering how to use Jupyter

e Using data with an A.l. model

Teachlng methods and/or ) ) )
1 6-week project to be carried out in groups of 3.
resources

. The project is evaluated by automated tests and a
Evaluation methods )
presentation.

Name(s) of person(s) in
charge

Julien CALENGE & Léo SAROCHAR

e https://pandas.pydata.org/
e https://jupyter.org/

Bibliography/webography

[B-CPE-200] Elementary programming in C

10 ECTS Elementary programming in C
Duration in hours Course : 2 TP/TD: 15 Project: 185
ECUE prerequisites Programming fundamentals. Understanding basic algorithms.

Pushing the student's algorithmic thinking through complex
Objectives of the ECUE elementary programming projects. Learn about new types of
data structures.

ECUE content e Shortest path search algorithm

(Main points covered) e Graphtheory

e 3 projects, each focused on understanding a different type
Teaching methods and/or of algorithm and data structure.

resources e Thefinal projectis an "assessment" project, applying the
concepts learned during the course of the year.



https://pandas.pydata.org/
https://pandas.pydata.org/
https://jupyter.org/
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Each project is evaluated by automated tests assessing 5
different skills for each project:

e Algorithm application
Evaluation methods e Data structure

e Optimization

e Syntax analysis

e Robustness

Name(s) of person(s) in )
Kevin SPEGT
charge

e http://sdz.tdct.org/sdz/le-pathfinding-avec-dijkstra.html

e https://fre.myservername.com/graph-implementation-c-

Bibliography/webography using-adjacency-list

e https://www.techiedelight.com/fr/implement-graph-data-
structure-c/

[B-DOP-200] Introduction to DevOps

3 ECTS Introduction to DevOps
Duration in hours Course: 1 TP/TD : 11 Project: 35

ECUE prerequisites No

Discover DevOps practices and related fundamental

Objectives of the ECUE
concepts

Containerization with Docker
ECUE content *

. . e Basic orchestration with Docker Compose
(Main points covered)

e Task automation with GitHub Actions

e 1 projectto deploy an existing application using
Teaching methods and/or containers.

resources e 1 second project focusing on the principles of process
automation via Github Actions

e The first projectis evaluated via automated tests, and the
. second via a presentation.

Evaluation methods P ) o )
e The module concludes with a review in which students

demonstrate their understanding of specific principles.

Name(s) of person(s) in
charge

Hugo PEREZ

e https://www.docker.com/
CHNFI ETd WAV TP I T\ o  hitps://docs.docker.com/compose/
e https://github.com/features/actions



http://sdz.tdct.org/sdz/le-pathfinding-avec-dijkstra.html
https://fre.myservername.com/graph-implementation-c-using-adjacency-list
https://fre.myservername.com/graph-implementation-c-using-adjacency-list
https://www.techiedelight.com/fr/implement-graph-data-structure-c/
https://www.techiedelight.com/fr/implement-graph-data-structure-c/
https://www.docker.com/
https://docs.docker.com/compose/
https://github.com/features/actions

|EPITECH}

[G-ING-200] Discovery of Software Engineering

3 ECTS Discovery of Software Engineering
Duration in hours Course: 1 TP/TD: 3 Project: 45

C language fundamentals (B-CPE-100)
Fundamentals of graphic and event development (B-MUL-100)

ECUE prerequisites

e |earnto use an external library and understand its
documentation.

Objectives of the ECUE

e |earn how to design and create a user interface
e Learnthe basics of game and level design

e Use and understanding of an external C graphics library
(CSFML)
e Graphical visualization of raw data

ECUE content
(Main points covered)

. e Group synthesis project

Teaching methods and/or p y P ‘J )

e Practical work sessions on each project
resources . .

e Project follow-up sessions for progress

e Anautomatic game
Evaluation methods e Part manual correction, code review
o Akeynote

Name(s) of person(s) in
Tom KLEIN
charge

e (CSFML (SFML / Download / Bindings) (sfml-dev.org)
I IFIE TNV ITIETIOM o Level design - Wikipedia (wikipedia.org)
e Game design - Wikipedia (wikipedia.org)

[G-ING-201] Introduction to Software Engineering

5 ECTS Introduction to Software Engineering
Duration in hours Course : 1 TP/TD : 6 Project : 90

C language fundamentals (B-CPE-100)
Fundamentals of graphic and event development (B-MUL-100)

ECUE prerequisites

e |earntouse an external library and understand its
o, documentation.

Objectives of the ECUE ) )

e |learn how to design and create a user interface

e |learnthe basics of game and level design

e Use and understanding of an external C graphics library
ECUE content (CSFML)

(Main points) e Design and create a video game by thinking about game
design and level design

e Group synthesis project

Teaching methods and/or

e Practical work sessions on each project
resources . .
e Project follow-up sessions for progress

Evaluation methods e An automatic game



https://www.sfml-dev.org/download/csfml/
https://fr.wikipedia.org/wiki/Level_design
https://fr.wikipedia.org/wiki/Game_design
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e Part manual correction, code review
e Akeynote

Name(s) of person(s) in

Tom KLEIN
charge

e CSFML (SFML / Download / Bindings) (sfml-dev.org)
GG Tl OAVLL LT )l o | evel design - Wikipedia (wikipedia.org)
e Game design - Wikipedia (wikipedia.org)

[B-MAT-200] Mathematics

3 ECTS Mathematics
Duration in hours Course: 4 TP/TD: 10 Project : 35
ECUE prerequisites Know the basics of programming.

Learn to code mathematical tools and functions for scientific

Objectives of the ECUE ]
programming.

ECUE content e Numerical sequences

. . e Calculation and analysis of functions (derivatives,
(Main points covered)

integrals)

Teaching methods and/or ) ) ) ]
5 2-week projects to be carried out in pairs.
resources

Each project is evaluated using automated tests to determine
. the ability to implement mathematical concepts within an IT
Evaluation methods ) o )

project. In addition, there are 2 reviews to assess

understanding of the mathematical concepts themselves.

Name(s) of person(s) in
charge

Ilias GROSY

e https://frwikipedia.org/wiki/D%C3%A9rivation_num%C3
%A9rique

Bibliography/webograpy

[G-PCP-200] Personal and Group Development

3 ECTS Collective Personal Development
Duration in hours Course: 20 TP/TD : 30 Project: 0
' ECUE prerequisites prerequmtes No

Help students identify the skills they need to set life goals that
can improve their employability prospects, boost their
confidence and lead to a more fulfilling, higher-quality life.

e Time management

e |mprove your self-confidence

Public speaking

e Understanding the job search
Teachlng G ELERERT IS Lectures and workshops on the different themes of the

resources module by specialist supervisors in each field.

Objectives of the ECUE

ECUE content
(Main points covered)



https://www.sfml-dev.org/download/csfml/
https://fr.wikipedia.org/wiki/Level_design
https://fr.wikipedia.org/wiki/Game_design
https://fr.wikipedia.org/wiki/D%C3%A9rivation_num%C3%A9rique
https://fr.wikipedia.org/wiki/D%C3%A9rivation_num%C3%A9rique
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e Assessment of achievements during workshops: written
production, oral production, project.
e Through these productions, the teacher will ensure the

acquisition of the expected skills.

Evaluation methods

Name(s) of person(s) in
charge

Laurence ABIASSI and Julie PERRIER

Bibliography/webography ‘

[B-PMP-200] Introduction to project management

3 ECTS Introduction to project management

Duration in hours Course : 1 TP/TD:5 Project: 50

ECUE prerequisites No

Deepen your knowledge of project and group management.

e Developing test policies

e Collaborate within a team, sharing values and pooling
knowledge, resources, tools and skills with a view to
production.

Objectives of the ECUE e  Work independently.

o Take theinitiative.

e Manage a project (design, steering, team coordination,
implementation and management, evaluation,
dissemination) that can mobilize multidisciplinary skills
within a collaborative framework.

e Work methodology

e  Group conflict management

ECUE content

) . e Task management tools
(Main points covered)

e Unittesting

e |ntegration tests

Oral presentations by the students, in which they explain the
CE R LGB project management methods used in the concrete case of
resources their project (from another E.U.). Feedback and advice from
teaching staff and peers.

Reviews are evaluated on the following points:

e Breaking down the projectinto tasks

e Distribution of work among group members

Evaluation methods ¢ Implementation of work organization processes (time and
task management tools, etc.)

e Setting up a test policy

e Unit test coverage rate

Name(s) of person(s) in
(s)ofp () Gildas VINSON

charge




|EPITECH}

e https://asana.com/fr/resources/it-project-management
CILNLFETd WAV LFIET LA o hitps://learn.microsoft.com/fr-fr/visualstudio/test/unit-
test-basics?view=vs-2022

[B-PRO-200] Professional communication

2 ECTS Professional communication

Duration in hours Course: 1 TP/TD:9 Project: 40

ECUE prerequisites Acquis de terminale

Implement the basics of professional-quality written and oral

communication.

e Argue by being able to take a position between different
options and to explain, taking into account theoretical and

Objectives of the ECUE pragmatic frameworks.

e Express yourself fluently in writing, using French registers
appropriate to the context.

e Express yourself with ease orally, in front of an audience,
using different registers of the French language.

Know how to put yourself at the right level for the person
you're talking to, explain exhaustively, use layout methods to
clarify your message, memo writing codes, adopt an effective

ECUE content

IR el CoroEe) approach to job application research and follow-up,

motivational message codes.

Blended learning:

Teaching methods and/or
g e Asynchronous video and PDF courses (online)

resources
e Synchronous face-to-face workshops

Written work is assessed by peers + checks carried out by the
teachingteamin 5 areas:
e Rigor and compliance with standards

Assessment methods e Relevance and impact

e lLanguage skills

e Appropriate tone, position and vocabulary
e Page layout

Name(s) of person(s) in
charge

Juliette GIBERT

e DUBOST M. and TURQUE C., Améliorer son expression
écrite et orale: Toutes les clés (2018), ellipses

o Bescherelle, Rédiger et communiquer efficacement pour
optimiser ses écrits, 2021, Hatier

Bibliography/webography



https://asana.com/fr/resources/it-project-management
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
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[B-PSU-200] Shell programming

10 ECTS Shell programming
Duration in hours Course: 2 TP/TD:15 Project: 185

ECUE prerequisites Fundamentals of C programming.

Objectives of the ECUE ‘ Discover process management on a Unix system.

e Create your own shell (command interpreter)

ECUE content e Writing a complex parser

. . e Environment context management
(Main points covered)

e Running processes in the background
e  Group work

The creation of a command interpreter is divided into 3

successive parts (projects):

e Minishell1l, command line interpretation and process

Teaching methods and/or execution

resources e Minishell2, more complex command line and
management of I/O redirection between processes
(piping)

e 42sh, full-featured command interpreter

Automated tests to validate the knowledge acquired on each
Evaluation methods project, plus a keynote session for students to present their
final results.

Name(s) of person(s) in

Joffrey RIELA & Johan Tay-Nam
charge

e https://frwikipedia.org/wiki/Bourne-Again_shell
e https://frwikipedia.org/wiki/Analyse_LL

Bibliography/webography

[G-SEC-200] Discovery of Cyber Security

3 ECTS Discovery of Cyber Security
Duration in hours Course : 1 TP/TD: 4 Project: 45
ECUE prerequisites No

Discover standard hacking, enumeration and privilege

Objectives of the ECUE . i
elevation techniques.

e Command injection

e SQLinjection

ECUE content e SSTI (Server Side Template Injection) operation

(Main points covered) e SUID vulnerability exploitation

e Exploiting vulnerabilities Capabilities

e Exploitation of CVEs (Common Vulnerabilities Exposures)

e Attack onvulnerable virtual machines made available to
students by the school, each focusing on different types
of vulnerability.

Teaching methods and/or

resources



https://fr.wikipedia.org/wiki/Bourne-Again_shell
https://fr.wikipedia.org/wiki/Analyse_LL

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/webography
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e Capture The Flag project to be carried out in pairs

Assessment is based on the number of flags found (each flag
corresponding to a technical skill expected in the module).
The assessment is completed by an oral presentation in which
students present their methodology and the application of
acquired skills.

Théo CAMPOS

e https://tryhackme.com/
e https://www.root-me.org/fr/Capture-The-Flag/

[G-SEC-201] Introduction to Cyber Security

5 ECTS
Duration in hours

ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points covered)

e Access to uninitialized memory

Teaching methods and/or
resources

Evaluation methods
Name(s) of person(s) in
charge

Bibliography/webography

Introduction to Cyber Security

Course: 1 TP/TD : 6 Project: 90

No

Discover binary security and how to exploit vulnerabilities to
gain access.

e Buffer overflow
e Exploiting formatting chains
e Integer overflow/underflow

e Aprojectto be carried outin a group, representing a
simulation of a program from which information is to be
obtained.

e Report onvulnerabilities and their exploitation

Assessment is by oral presentation.

Théo CAMPOS

e https://ctf101.org/binary-exploitation/what-is-binary-
security/

[B-WEB-200] Introduction to web development

3 ECTS
Duration in hours
ECUE prerequisites

Objectives of the ECUE

ECUE content

Introduction to web development

Course : 1 TP/TD : 5

Project: 40

Programming fundamentals

e Understand the basic principles of web development
e Discovering the back-end/front-end difference

e Discover how to use a database

e Introduction to NodelS and REST APIs

e Creating a to-do list application



https://tryhackme.com/
https://www.root-me.org/fr/Capture-The-Flag/
https://ctf101.org/binary-exploitation/what-is-binary-security/
https://ctf101.org/binary-exploitation/what-is-binary-security/

(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/webography

Semester 4 Modules
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e Communication between back-end and front-end via an
API

e SQL database

e http protocol (verbs, response code, authentication, etc.)

e 1 projectfor agroup of 2 or 3 people to create an API for
managing a to-do list.

The project is evaluated during a presentation in which the
group members must demonstrate that their project works on
the following points:

e Project architecture

e Authentication implementation

e Persistence through a database

e How the APl works

e Respecting REST conventions

Enes KOC & Jonathan NAU

e https://blog.logrocket.com/build-rest-api-node-express-
mysqgl/

e https://developer.mozilla.org/fr/docs/Learn/Server-
side/Express_Nodejs/Introduction

[B-PDG-300] Paradigms Seminar

8 ECTS
Duration in hours

ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Paradigms Seminar

Course: 15 TP/TD : 5 Project: 130

Imperative programming in C

e Acquire the technical tools needed to carry out advanced
projects in the 2nd year.
e Preparation for module B-OOP-400, B-FUN-400

e |ntroduction to 3 programming paradigms :

e Functional programming in Haskell

e Modular programming in CPObject-oriented programming
in C++

e 1introductory session on the paradigms addressed

e 13 days of intensive tutored exercises, discovering each
paradigm through a series of progressive exercises

e 3 group pojects applying the paradigms studied during the
week

e 3 project presentations

Identification of validated skills based on :

e Exercise day results

e Group project presentations enabling each student to
showcase the skills acquired in the course of the project



https://blog.logrocket.com/build-rest-api-node-express-mysql/
https://blog.logrocket.com/build-rest-api-node-express-mysql/
https://developer.mozilla.org/fr/docs/Learn/Server-side/Express_Nodejs/Introduction
https://developer.mozilla.org/fr/docs/Learn/Server-side/Express_Nodejs/Introduction
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e Final keynote

Name(s) of person(s) in

Guillaume DEVOILLE, Léo FORNES and Mattéo VOLPI
charge

e https://wiki.haskell.org/Functional_programming

e https://en.wikipedia.org/wiki/Modular_programming
CILVLFIETd WAV FIET I \A o https://developer.mozilla.org/en-
US/docs/Learn/JavaScript/Objects/Object-
oriented_programming

[B-ASM-400] x86_64 Assembly

3 ECTS x86_64 Assembly
Duration in hours Course : 1 TP/TD:5 Project: 40

ECUE prerequisites Basic knowledge of the C language

Discover x86-64 assembler programming so you can write
Objectives of the ECUE small applications in assembler and understand
disassembled code.

ECUE content Creation of a dynamic library containing a number of glibC
(Main points covered) functions recoded in x86-64 assembler.

Teaching methods and/or o )
1 individual project

resources
Evaluation methods Automated project testing
Name(s) of person(s) in
(s)ofp (s) Ilias GROSY
charge
Bibliography/ e https://en.wikipedia.org/wiki/X86-64

e https://www.intel.com/content/www/us/en/developer/arti
cles/technical/intel-sdm.html

webography

[B-CCP-400] Concurrent programming

5 ECTS Concurrent programming

Duration in hours Course : 1 TP/TD: 10 Project: 85

Knowledge of C programming and fundamentals of C++
programming (B-PDG-300).
Objectives of the ECUE Discover parallelism and concurrent programming

ECUE prerequisites

e Discover threads, mutexes and conditional variables

ECUE content ¢ Implementation of a parallel producer/consumer diagram.

(Main points covered) e Managing competition between multiple processes and
threads

1 introductory project on parallelism to be done on your own,

Teaching methods and/or
resources

followed by a group project asking you to implement a more
complex concurrency program.

Evaluation methods Assessment by automated tests, supplemented by a defense.



https://en.wikipedia.org/wiki/X86-64
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html

|EPITECH}

Name(s) of person(s) in
(s)ofp (s) Jonathan NAU

charge

Bibliography/ e https:/blog.engineering.publicissapient.fr/2008/08/13/pr
webography ogrammation-concurrentielle-notions-fondamentales/

[G-CNA-400] Computer Numerical Analysis

3 ECTS Computer Numerical Analysis
Duration in hours Course: 5 TP/TD : 20 Project : 50

ECUE prerequisites Programming knowledge

Learn to code mathematical tools and functions for scientific
Objectives of the ECUE i
programming

e Probability (random variables, random experiments,
ECUE content events, binomial law, Poisson's law)

e Combinatorial calculation

e Statistics (descriptive statistics, correlations, sampling)
e Expectation, variance, standard deviation

(Main points covered)

Teaching methods and/ ) ] ] ]
9 2-week projects to be carried out in pairs
or resources

Each project is evaluated using automated tests to determine
the ability to implement mathematical concepts within an IT
Evaluation methods project.

There are also 2 reviews to assess understanding of the
mathematical concepts themselves.

Name(s) of person(s) in

Ilias GROSY
charge
Bibliography/webography
[B-DOP-400] DevOps
4 ECTS DevOps
Duration in hours Course: 5 TP/TD: 10 Project : 60

Basic knowledge of Docker and automation is recommended
(B-DOP-200)
Continued learning of DevOps practices and a deeper

ECUE prerequisites

Objectives of the ECUE ) .
understanding of automation.

ECUE content e Task automation with Jenkins
(Main points covered) e Configuration management with Ansible

e 1 projectto discover the concept of "configuration-as-
code" and deploy an instance of Jenkins
e 1 project discovering task automation via Ansible

Teaching methods and/or

resources



https://blog.engineering.publicissapient.fr/2008/08/13/programmation-concurrentielle-notions-fondamentales/
https://blog.engineering.publicissapient.fr/2008/08/13/programmation-concurrentielle-notions-fondamentales/
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e Thefirst projectis evaluated via automated tests, and the
second via a presentation.

e The module concludes with a review, enabling students to
demonstrate their understanding of specific principles.

Evaluation methods

Name(s) of person(s) in
Hugo PEREZ
charge

e https://www.jenkins.io/
e https://www.ansible.com/

Bibliography/webography

[B-FUN-400] Functional Programming

7 ECTS Functional Programming
Duration in hours Course: 3 TP/TD:10 Project: 115

ECUE prerequisites Basic functional programming (B-PDG-300)

Deepen your understanding of the functional paradigm and

Objectives of the ECUE
the Haskell language.

e Application design based on the functional paradigm

ECUE content e Recursive functions and higher-order functions

e Handling lists, tuples and data structures

e |/O management with the IO monad

e Error handling with the Maybe monad

e Implementation of Wolfram's elementary cellular
automata in Haskell (two-week project to be carried out
alone)

e Implementation of an image compression tool using the K-
Means algorithm

e Conversion between different text formats (markdown,
html, json)

Evaluation methods Automated project testing

(Main points covered)

Teaching methods and/or
resources

Name(s) of person(s) in
charge

Marc PLANARD

o e https://mathworld.wolfram.com/ElementaryCellularAuto
Bibliography/ maton.html

webography e https://towardsdatascience.com/three-versions-of-k-
means-cf939b65f4ea

[B-NWP-400] Network programming

7 ECTS Network programming
Duration in hours Course: 1 PT/DT : 11 Project: 110

ECUE prerequisites Knowledge of C programming.

Objectives of the ECUE e Discover network programming using TCP/IP sockets
ECUE content e Creating a client/server architecture

e Manage several customers in parallel

e Using TCP packets

(Main points covered)



https://www.jenkins.io/
https://www.ansible.com/
https://mathworld.wolfram.com/ElementaryCellularAutomaton.html
https://mathworld.wolfram.com/ElementaryCellularAutomaton.html
https://towardsdatascience.com/three-versions-of-k-means-cf939b65f4ea
https://towardsdatascience.com/three-versions-of-k-means-cf939b65f4ea
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e Implementing an existing protocol

e Create and document an "in-house" protocol

1 project to be carried out on your own, enabling you to learn
CE LR G L ERERTLIE about sockets by implementing an existing protocol, and a
resources more substantial project to be carried out in a group, where

the protocol has to be invented and documented.

Projects are assessed automatically to validate the skills
associated with the module.

Evaluation methods

Name(s) of person(s) in o ]
Jérémy ANDREY & Gildas VINSON
charge

e http://manpagesfr.free.fr/man/man2/socket.2.html

e https://www.cnetfrance.fr/news/le-monde-est-plus-
connecte-que-jamais-495-milliards-de-personnes-
utilisent-internet-en-2022-39946508.htm

Bibliography/webography

[B-OOP-400] Object-oriented programming

8 ECTS Object-oriented programming
Duration in hours Course: 2 TP/TD: 19 Project: 130
ECUE prerequisites Fundamentals of object-oriented programming (B-PDG-300)

e Application of object-oriented programming concepts
Objectives of the ECUE discovered in the previous module.

e  Group work methodology.

Through 3 projects, acquire or reinforce the following

ECUE content concepts:
(Main points) Interfaces, abstract classes, polymorphism.

[ ]
e Encapsulation.

e Constructing and solving graphs.

3 projects using object-oriented programming concepts:

Teaching methods and/or [ 1 introductory session to the project
e 1 design follow-up
resources . i
e 1 implementation follow-up
e 1defense
Evaluation methods Identification of student skills based on project presentations.

Name(s) of person(s) in Guillaume DEVOILLE & Mattéo VOLPI
charge

Bibliography/webography ‘ e https://isocpp.org/

[G-PCP-400] Personal and Collective Development

2 ECTS Collective Personal Development
Duration in hours Course: 20 TP/TD : 30 Project: 0

ECUE prerequisites No



http://manpagesfr.free.fr/man/man2/socket.2.html
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://isocpp.org/
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Help students identify the skills they need to set life goals that
Objectives of the ECUE can improve their employability prospects, boost their
confidence and lead to a more fulfilling, higher-quality life

e Time management

ECUE content e Improve your self-confidence

(Main points covered) e Public speaking

e Understanding the job search

ICET P L Gl BT VT Lectures and workshops on the different themes of the

resources module by specialist supervisors in each field.

e Assessment of achievements during workshops: written
production, oral production, project.

e Through these productions, the teacher will ensure the
acquisition of the expected skills.

Evaluation methods

Name(s) of person(s) in
charge

Laurence ABIASSI and Julie PERRIER

Bibliography/webography

[B-PMP-400] Project management

2 ECTS Project management
Duration in hours Course : 1 TP/TD:5 Project : 50

Know the basics of managing short single and small group

ECUE prerequisites )
projects.

e Deepen your knowledge of project and group
management.

e Developing test policies

e Collaborate within a team, sharing values and pooling
knowledge, resources, tools and skills with a view to
production.

Objectives of the ECUE e Workindependently.

o Take the initiative.

e Manage a project (design, steering, team coordination,

implementation and management, evaluation,

dissemination) that can mobilize multidisciplinary skills

within a collaborative framework.

Deploy IT applications, manage test phases and upgrades.

Work methodology

Group conflict management

Task management tools

Unit testing

® Integration tests

Oral presentations by the students, in which they explain the

CE LR G L EERLIE project management methods used in the concrete case of

resources their project (from another E.U.). Feedback and advice from

ECUE content

(Main points covered)

teaching staff and peers.
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Evaluation methods Evaluation of organizational quality reviews.

Name(s) of person(s) in

Gildas VINSON
charge

e https://asana.com/fr/resources/it-project-management

CILG G T WAL LT\ o https://learn.microsoft.com/fr-fr/visualstudio/test/unit-
test-basics?view=vs-2022

[B-PRO-400] Professional communication

2 ECTS Professional communication
Duration in hours Course : 1 TP/TD: 9 Project : 40

ECUE prerequisites Acquis de terminale

Professionalize your writing for corporate communication:
present your work, take a step back from your career, assume
a position of authority.

Objectives of the ECUE e Write a slide show to obtain funding for a project

e Drawing up an experience report
o Writing a reframing e-mail

Adapting your speech to a specific audience: funders. Writing
codes for slideshows and e-mails. Master your professional
tone in a tense situation. Reframing without aggression.

ECUE content
(Main points covered)

Blended learning:

Teaching methods and/or
g e Asynchronous video and PDF courses (online)

resources
e Synchronous face-to-face workshops

Written work is assessed by peers + checks carried out by the
teachingteamin 5 areas:
e Rigor and compliance with standards

Assessment methods e Relevance and impact

e Language skills

e Appropriate tone, position and vocabulary
e Page layout

Name(s) of person(s) in )
Juliette GIBERT
charge

e DUBOST M. and TURQUE C., Améliorer son expression
écrite et orale: Toutes les clés (2018), ellipses

e Bescherelle, Rédiger et communiquer efficacement pour
optimiser ses écrits, 2021, Hatier

Bibliography/webography

[B-PSU-400] Unix Prog - Instrumentation

7 ECTS Unix Prog - Instrumentation
Duration in hours Course: 2 TP/TD: 13 Project: 110

ECUE prerequisites Knowledge of C programming



https://asana.com/fr/resources/it-project-management
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
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Discover how an ELF file works and the operating principles of
Objectives of the ECUE perating princip
a debugger

e Find out what information can be retrieved from an ELF file
e Discerning kernel space from user space

ECUE content e Find out what information can be retrieved from a process
(Main points covered) o Exploring the concept of system calls in greater depth

e Learn how to trace program execution

e Learnto decode x86-64 binary instructions

3 projects, each designed to introduce new concepts:
ACELUTWPEAR T ERERUEILIE o Retrieving symbols and information from an ELF file
resources o Creation of a system call tracer for ELF files

e Creation of a function call tracer for ELF files

Evaluation methods Automated project testing

Name(s) of person(s) in
Jonathan NAU
charge

Bibliography/ e https://www.intel.com/content/www/us/en/developer/arti
webography cles/technical/intel-sdm.html

[B-SEC-400] Cyber security

3 ECTS Cyber security
Duration in hours Course : 1 TP/TD: 4 Project : 45
ECUE prerequisites Basic knowledge of cyber security (B-SEC-200)

Discover advanced hacking, enumeration and privilege
Objectives of the ECUE ) ) g P g
elevation techniques.

Command injection

SQL injection

SSTI (Server Side Template Injection) operation

SUID vulnerability exploitation

Exploiting vulnerabilities Capabilities

Exploitation of CVEs (Common Vulnerabilities Exposures)

ECUE content
(Main points)

Attack on vulnerable virtual machines made available to
Teaching methods and/or students by the school, each focusing on different types
resources of vulnerability.

e Capture The Flag project to be carried out in pairs
Assessment is based on the flags found (each linked to a

. module skill). The assessment is completed by an oral
Evaluation methods o ; )
presentation in which students present their methodology

and the application of acquired skills.

Name(s) of person(s) in ]
Théo CAMPOS

charge

e https://tryhackme.com/
e https://www.root-me.org/fr/Capture-The-Flag/

Bibliography/webography



https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://tryhackme.com/
https://www.root-me.org/fr/Capture-The-Flag/
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[B-YEP-400] Year-end project Zappy

7 ECTS [B-YEP-400] Year-end project Zappy

Duration in hours Course : 1 TP/TD: 8 Project: 120
e C++ object-oriented programming

e Knowledge of C programming

e C/C++ network implementation skills

e Basic skills in using a graphics library (SFML)
Objectives of the ECUE Apply the year's key concepts to a substantial project

ECUE prerequisites

e Programming a graphical interface in C++ using SFML

e C server capable of managing multiple clients

ECUE content e Implementing game logic

(Main points) e Development of small artificial intelligences capable of

coordinating to win the game

e Teamwork
CEL IR E BRI E8 A major project at the end of the second year (called "Zappy"),
resources bringing together all the essential points of the year.

. Assessment of the various skills via a defense and an oral
Evaluation methods o
presentation in keynote format

Name(s) of person(s) in

Jonathan NAU
charge

W e https://frwikipedia.org/wiki/Zaphod_Beeblebrox

Semester 5 Modules
[B-AIA-500] Artificial intelligence

4ECTS  Artificial intelligence
Duration in hours Course: 2 TP/TD: 8 Project : 65
ECUE prerequisites ‘ Create programs and implement algorithms.

Objectives of the ECUE * Discover game theory
e Deepenyour knowledge of A.l.

ECUE content * Gametheory
e Min/max and alpha-beta pruning

Main points covered
( P ) e Technical constraints (memory, speed)

CELL IR S LR VI8 Creation of a program capable of playing gomoku ninuki
resources against humans and other artificial intelligences in groups.

Evaluation methods ‘ Evaluation via automated tests.

Name(s) of person(s) in o
Jérémy ANDREY
charge

e https://www.jeu-de-go.com/gomoku-ninuki.html
CHMTIETINWAVET S F{ET )l o https://www.economie.gouv.fr/facileco/john-nash
e https://www.universalis.fr/encyclopedie/theorie-des-jeux/



https://fr.wikipedia.org/wiki/Zaphod_Beeblebrox
https://www.jeu-de-go.com/gomoku-ninuki.html
https://www.economie.gouv.fr/facileco/john-nash
https://www.universalis.fr/encyclopedie/theorie-des-jeux/
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[B-CNA-500] Computer Numerical Analysis

4 ECTS Computer Numerical Analysis
Course: 3 TP/TD : 15 Project: 70

Knowledge of programming and basic algorithms

Duration in hours

ECUE prerequisites

Implement some advanced tools and algorithms used for
scientific calculations

ECUE content
(Main points covered)

e Cryptography
e Neural network

\
\
(ECUEprerequisites
Objectives of the ECUE

LCEL IR G R ERERVIE 2 projects tackling two different themes through the use of

resources digital and mathematical tools.
Evaluation methods Each projectis evaluated at a
Name(s) of person(s) in
(s)ofp (s) Ilias GROSY
charge
Bibliography/webography
[B-CPP-500] Advanced C++
9 ECTS Advanced C++
Duration in hours Course : 2 TP/TD: 8 Project: 165

Knowledge of object-oriented programming, proficiency in
C++ language
Development of a multiplayer game engine, and

ECUE prerequisites

Objectives of the ECUE ) ) ) . .
implementation of a game using this engine

e Network programming

ECUE content e Software architecture

e Software engineering (dependency management, cross-
platform, source code management, etc.)

e Technical documentation

e Discovery of ECS architecture through a TD

e |n"project mode" for the course of the module

e Intermediary points to validate project progress

Evaluation of a minimum implementation after one month,

Evaluation methods then evaluation of the whole project after 2 months of

(Main points covered)

Teaching methods and/or
resources

development.

Name(s) of person(s) in

Gabriel CADET & Gabriel CUVILLIER
charge

e Game Engine Architecture - Jason Gregory - ISBN-13:
Bibliography/webography 9781138035454

e https://fabiensanglard.net/quake3/index.php



https://fabiensanglard.net/quake3/index.php
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[B-DEV-500] Application development

9 ECTS Application development
Duration in hours Course: 2 TP/TD: 8 Project: 165

ECUE prerequisites Programming knowledge

See a complete project management cycle, from the research

Objectives of the ECUE phase to the Minimum Viable Product and final

implementation.

e Exploring languages and technologies

Project planning

Using REST APIs

Oauth2

Software engineering (dependency management, cross-

platform, source code management, etc.)

e Technical documentation

A 5-student group project divided into 3 phases:

LEETLT RIS GLLER: I ¢  Planning

resources e Minimum Viable Product

e Final product

Evaluation methods e 3 presentations, each concluding a phase of the project.

e The first will assess the group's ability to plan and choose
its technology stack, as well as its ability to set up a form
of work organization.

e The second focuses on the realization of a Minimum
Viable Product and the updating of the initial plan to
reflect the reality of progress and the students' ability to
analyze and step back from the difference between what
was initially planned and what has been achieved to date.

e The last evaluates the technical aspect of the final project
and the students' ability to make a post-mortem of one of
their projects (both technically and in terms of group
organization).

e Allthe students in a group take part in the defense and are
questioned to ensure that the whole group has acquired
(or not) the necessary skKkills.

ECUE content
(Main points covered)

Name(s) of person(s) in

Jonathan NAU
charge

Bibliography/webography KR lu{eEW/liinaNelelanli
e https://frsmartsheet.com/content/it-project-plan

[B-DOP-500] Advanced DevOps

4 ECTS Advanced DevOps
Duration in hours Course : 1 TP/TD: 10 Project : 65

Familiarity with docker and docker-compose and automation
via ansible (B-DOP-200 and B-DOP-400 recommended)

ECUE prerequisites



https://ifttt.com/
https://fr.smartsheet.com/content/it-project-plan
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Objectives of the ECUE Continued learning of DevOps pr.actlces and joint application
of the 4 concepts and technologies seen above.

ECUE content e Orchestration with Kubernetes
(Main points) e Use Docker, Jenkins, Ansible, and Kubernetes in a single
P project

Teaching methods and/or 2 group projects, the first exploring orchestration via
Kubernetes, and the second applying all the skills explored in
the DevOps courses to a real-life project.

Evaluation methods e Thefirst project is evaluated via automated tests, and the
second via a presentation.

e The module concludes with a review in which students
demonstrate their understanding of specific principles.

resources

Name(s) of person(s) in
(s)ofp (s) Hugo PEREZ

charge
CILG ST WALV TSI T W\ o https://kubernetes.io/

[B-FUN-500] Functional Programming

9 ECTS Functional Programming
Duration in hours Course: 2 TP/TD : 8 Project : 165

ECUE prerequisites Functional programming in Haskell (B-FUN-400)
Objectives of the ECUE Syntax analysis, interpretation and compilation in Haskell

e Syntax analysis using top-down recursion and combinators.
e Techniques forimplementing this parser in Haskell.
ECUE content e Syntax analysis of symbolic expressions (LISP)
e Abstract syntax tree
e Interpretation by syntax tree traversal
e Stack-machine virtual machine
Compilation
Implementation of a LISP interpreter using environment
passing and syntax tree traversal, in Haskell.
Implementation of a combinatorial parsing library in Haskell.
Implementing a compiler
Virtual machine implementation (optional)
Evaluation methods Intermediate and final defense

Name(s) of person(s) in
charge

(Main points covered)

Teaching methods and/or
resources

Marc PLANARD and Gabriel TOUBLANC

http://languagelog.ldc.upenn.edu/myl/llog/jmc.pdf
EIIG TG T AT LTl Alle hittps://www.aosabook.org/en/500L/a-python-interpreter-
written-in-python.html

[B-PRO-510] Professional communication

2 ECTS ‘ Professional communication
Duration in hours ‘ Course : 1 TP/TD: 9 Project : 40



https://kubernetes.io/
http://languagelog.ldc.upenn.edu/myl/llog/jmc.pdf
https://www.aosabook.org/en/500L/a-python-interpreter-written-in-python.html
https://www.aosabook.org/en/500L/a-python-interpreter-written-in-python.html

|EPITECH}

ECUE prerequisites Acquis de terminale

Gain autonomy in your speech. Know how to communicate
with the general public, follow a conversation, organize the
work of your team, produce a complex argumentative speech.
o Writing argumentative texts for a specific purpose and
Objectives of the ECUE audience

e Writing informative texts

e Produce identified and well-presented documents

e Write clearly and precisely

e Check the quality of your writing before handing it in.
ECUE content Journalistic writing: the different types of articles and their
specific writing codes, the inverted pyramid plan. Different
types of argument, the argument chain.

Blended learning :

e Asynchronous video and PDF courses (online)

e Synchronous face-to-face workshops

Written work is assessed by peers + checks carried out by the
teachingteamin 5 areas:

e Rigor and compliance with standards

Evaluation methods e Relevance and impact

e Language skills

e Appropriate tone, position and vocabulary

o Page layout

(Main points covered)

Teaching methods and/or

resources

Name(s) of person(s) in
charge

Juliette GIBERT

e DUBOST M. and TURQUE C., Améliorer son expression
écrite et orale: Toutes les clés (2018), ellipses

e Bescherelle, Rédiger et communiquer efficacement pour
optimiser ses écrits, 2021, Hatier

Bibliography/webography

[B-SEC-500] Advanced Security

4 ECTS Advanced Security
Duration in hours Course: 1 TP/TD: 4 Project: 70

ECUE prerequisites UE B-SEC-200 and B-SEC-400 are recommended.
Objectives of the ECUE Discoyer advar](.:ed notions of hacking, enumeration and
elevation of privileges.

e Command injection

e SQLinjection

e SSTI (Server Side Template Injection) operation

ECUE content e SUID vulnerability exploitation

(Main points covered) e Exploiting vulnerabilities Capabilities

e Exploitation of CVEs (Common Vulnerabilities Exposures)
e Exploiting vulnerabilities with SSH Tunneling

e Exploiting vulnerabilities using reverse port forwarding




Teaching methods and/or

resources

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/webography
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Attack on vulnerable virtual machines made available to
students by the school, each focusing on different types of
vulnerability.

Assessment is based on the flags found (each linked to a

module skill). The assessment is completed by an oral
presentation in which students present their methodology
and the application of acquired skills.

Gabriel TOUBLANC & Julien CHASSARD

e https://book.hacktricks.xyz/generic-methodologies-and-
resources/tunneling-and-port-forwarding

[B-SVR-500] Survivor seminar

5 ECTS
Duration in hours
ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points)

Teaching methods
and/or resources
Evaluation methods

Name(s) of person(s) in
charge

Bibliography/webograp
hy

Survivor Seminar

Course: 2 TP/TD: 3

Project: 95

Solid programming skills.

e Talking with customers to meet their needs
e Adapting to any situation

e Know how to communicate professionally
e Developing a project within constraints

e Anticipating the unpredictable

e Saying "no

A two-week project using web technologies, but with a lot going
on that requires constant adaptation.

Evaluation is based on 2 presentations on the progress of the
functionalities, and a keynote analyzing the group's adaptability
and professionalism.

Jonathan Nau

e https://www.myconnecting.fr/articles/adaptabilite-
professionnelle-soft-
skill/#:~:text=La%20meilleure%20fa%C3%A70n%20de%20
s,s adapt%20%C3%A0%20the%20situation.



https://book.hacktricks.xyz/generic-methodologies-and-resources/tunneling-and-port-forwarding
https://book.hacktricks.xyz/generic-methodologies-and-resources/tunneling-and-port-forwarding
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
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Modules common to all 5 years

[G-INN-020] Free projects Hub (3-6 ECTS)
French Language module (2 ECTS)

Semester 1 Modules

[B-CPE-100] Unix & C Lab Seminar | (5 ECTS)

[B-CPE-101] Unix & C Lab Seminar Il (4 ECTS)

[B-CPE-110] Elementary Programming in C (7 ECTS)
[G-CUS-100] KYT/CAT - IT Fundamentals (1 ECTS)
[G-CUS-101] KYT/CAT - Profesional skills (1 ECTS)
[B-MAT-100] Mathematics | (3 ECTS)

[B-MUL-100] C Graphical Programming (5 ECTS)
[B-NSA-100] Networks and Systems (3 ECTS)

[B-PMP-100] Introduction to project management | (1 ECTS)
[B-PSU-100] UNIX system programming (7 ECTS)

Semester 2 Modules

[G-AlA-200] Discovery of Data Analysis (3 ECTS)

[G-AlIA-201] Introduction of Data Analysis (5 ECTS)

[B-CPE-200] Elementary programming in C (10 ECTS)
[G-CUS-200] KYT/CAT - Fundamentals of Artificial Intelligence (1 ECTS)
[G-CUS-201] KYT/CAT - Fundamentals of Cybersecurity (1 ECTS)
[B-DOP-200] Introduction to DevOps (3 ECTS)

[G-ING-200] Discovery of Software engineering (3 ECTS)
[G-ING-201] Introduction to Software Engineering (5 ECTS)
[B-MAT-200] Mathematics (3 ECTS)

[B-PMP-200] Introduction to project management (3 ECTS)
[B-PSU-200] Shell programming (10 ECTS)

[G-SEC-200] Discovery of Cyber Security (3 ECTS)

[G-SEC-201] Introduction to Cyber Security (5 ECTS)
[B-WEB-200] Introduction to Web (3 ECTS)


Supprimer le I

Introduction to Data Analysis
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Semester 4 Modules

[B-PDG-300] Paradigms seminar (8 ECTS)

[B-ASM-400] x86_64 Assembly (3 ECTS)

[B-CCP-400] Concurrent programming (5 ECTS)
[G-CNA-400] Computer Numerical Analysis (4 ECTS)
[G-CUS-400] KYT/CAT - Networks and communication (1 ECTS)
[G-CUS-401] KYT/CAT - Processor Architecture (1 ECTS)
[B-DOP-400] DevOps (4 ECTS)

[B-FUN-400] Functional Programming (7 ECTS)
[B-NWP-400] Network programming (7 ECTS)
[B-OOP-400] Object-oriented programming (8 ECTS)
[B-PMP-400] Project management (3 ECTS)

[B-PSU-400] Unix Prog - Instrumentation (7 ECTS)
[B-SEC-400] Cyber security (3 ECTS)

[B-YEP-400] Year-end project Zappy (7 ECTS)

Semester 5 Modules

[B-AIA-500] Artificial intelligence (4 ECTS)
[B-CNA-500] Computer Numerical Analysis (4 ECTS)
[B-CPP-500] Advanced C++ (9 ECTS)

[G-CUS-500] KYT/CAT - Algorithms (1 ECTS)
[G-CUS-501] KYT/CAT - Video games (1 ECTS)
[B-DEV-500] Application development (9 ECTS)
[B-DOP-500] Advanced DevOps (4 ECTS)
[B-FUN-500] Functional Programming (9 ECTS)
[B-SEC-500] Advanced Security (4 ECTS)
[B-SVR-500] Survivor seminar (5 ECTS)


B-CUS-500

B-CUS-500
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Modules common to all 5 years
[G-INN-020] Free projects Hub

3-6 ECTS Free projects Hub

. Course : )
Duration in hours N/A TP/TD : N/A Project : 50-120
ECUE prerequisites No

e Technical skills: Programming, web development,
application development and use of new tools and
technologies.

e Teamwork: Collaborate with team members,
communicate effectively and distribute tasks.

Objectives of the ECUE e Problem solving: Develop creative solutions to challenges,
think independently and solve problems.

e Project management: Plan, organize and manage time and
resources to meet deadlines.

e |nnovation and creativity: Think outside the box and
experiment with new ideas.

e Students will need to demonstrate their ability to define a
need and establish the technical and organizational steps
required to produce a finished project.

ECUE content

(Main points covered) e Students will be encouraged to explore a technical field on
their own, using an experimental approach to develop
monitoring and self-learning mechanisms.

ICETDILES G R EREL MM o Support from the teaching team and mentors, depending
resources on the project.

e Evaluation through regular presentations throughout the
project

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/
webography

Fabrice MARCO

e https://www.epitech.eu/innovation/

Semester 1 Modules
[B-CPE-100] Unix & C Lab Seminar |

5 ECTS Unix & C Lab Seminar|

. Course: )
Duration in hours 10 TP/TD: 4 Project : 90



https://www.epitech.eu/innovation/

ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/Webograpy
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e A 3-week introduction to the fundamentals of
programming using the C language
e Basic use of git and GitHub

e Discovering the working environment (Linux, git, GitHub)
o Discovering functions, parameters and returns

e Conditions, loops and pointers

e  String manipulation

e Compiling via Makefile and creating dynamic libraries

e 13 days, each with a series of exercises to introduce and
deepen programming concepts and the C language.

e Two one-week mini-projects to apply the concepts
covered during the week

e Two "rush" periods (short-term projects) in pairs to review
the week's progress

e Continuous assessment, with each successful exercise
contributing to the validation of one or more associated
skills.

Jonathan Nau

e https://www.indeed.com/career-advice/career-

development/c-
programming#:~:text=By%20learning%20C%2C%20you%
20can,overall%20concepts%20that%20drive%20program
min

e "The C Language - ANSI Standard" (2e edition, 2014) by
Brian W. Kernighan and Dennis M. Ritchie

[B-CPE-101] Unix & C Lab Seminar i

4 ECTS
Duration in hours

ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or

resources

Evaluation methods

Unix & C Lab Seminar ll

Course: 2 TP/TD : 5 Project: 70

Basic knowledge of C programming (provided by UE B-CPE-
100)

Understand the classic project life cycle at Epitech.
o Apply the basic C skills learned in Part 1.

e Creating a program fromAtoZ

e Discovering variation functions

e Anintroductory mini-project to lay the foundations for the
final project

e 1 2-week project to re-implement a current utility in C.

e Competency-based assessment of projects



https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
https://www.indeed.com/career-advice/career-development/c-programming#:~:text=By%20learning%20C%2C%20you%20can,overall%20concepts%20that%20drive%20programming
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Name(s) of person(s) in

Jonathan Nau
charge

e "The C Language - ANSI Standard" (2e edition, 2014) by

Bibliography/webogra
graphy grapy Brian W. Kernighan and Dennis M. Ritchie

[B-CPE-110] Elementary Programmingin C

7 ECTS Elementary Programming in C

Duration in hours Course : 2 TP/TD: 13 Project: 110
Basic knowledge of C programming (provided by UE B-CPE-
100)
e Handling different data structures
Objectives of the ECUE e Discovering sorting, compression and collision algorithms

ECUE prerequisites

e Creating entire programs in C

e Dynamic programming

e Tables and tables of tables
ECUE content

. . e Sorting
(Main points covered)

e Compression/decompression
e Linked lists

e Realization of 3 projects to do on your own; each oriented
to the understanding of a type of algorithm and data
structure.

Teaching methods and/or
resources

Each project is evaluated by automated tests assessing 5
different skills for each project:

e Algorithm application

Evaluation methods e Data structure

e Optimization

e Syntax analysis

e Robustness

Name(s) of person(s) in
(s)ofp (s) Kevin SPEGT

charge

e https://frwikipedia.org/wiki/Programmation_dynamique
CHAMTIETINAVEL L IIET )l o hitps://frwikipedia.org/wiki/Algorithme_de_tri
e  “The Art of Computer Programming” by Donald Knuth

[G-CUS-100] KYT/CAT - IT Fundamentals

1ECTS ‘ KYT/CAT - IT Fundamentals
Duration in hours Course: 1 TP/TD: 3 Project: 20

ECUE prerequisites No

Discover concepts, big names and important dates around
the theme of computing.

Objectives of the ECUE



https://fr.wikipedia.org/wiki/Programmation_dynamique
https://fr.wikipedia.org/wiki/Algorithme_de_tri

ECUE content
(Main points covered)

Teaching methods and/or
resources
Evaluation methods ‘

Name(s) of person(s) in
charge

Bibliography/webography
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e Computer basics: Understanding hardware (computers,
servers, networks) and software (operating systems,
applications).

e Networks: Principles of computer networks, including the
Internet, network protocols (TCP/IP) and network security.

e Operating systems: Understand the different operating
systems (Windows, Linux, macQOS), their architecture and
management.

e Self-paced learning in MOOC format

e Evaluation via multiple-choice questionnaire

Jonathan NAU

e https://en.wikiversity.org/wiki/IT_Fundamentals
e https://www.ninjaone.com/blog/information-technology-
it-fundamentals-core-concepts/

[G-CUS-101] KYT/CAT - Professional skills

1 ECTS
Duration in hours
ECUE prerequisites

Objectives of the ECUE

ECUE content
(Main points)

KYT/CAT - Profesional skills

Course : 1 TP/TD : 3 Project: 20

No

Discover the concepts, great names and important dates
around the theme of software development.

e Algorithms and data structures: Study problem-solving
algorithms and data structures for efficient data storage,
retrieval and manipulation.

e Computational theory: Exploration of computational
theory, including automata theory, complexity theory and
computational limits (P vs. NP).

e Programming languages and paradigms: Understanding of
various programming languages, their syntax, semantics
and paradigms (object-oriented, functional, procedural).

e Software engineering: Principles and practices of software
design, development, testing and maintenance, including
methodologies such as Agile and DevOps.

Teaching methods and/or

resources

e Self-paced learning in MOOC format

Evaluation methods

e FEvaluation via multiple-choice questionnaire

Name(s) of person(s) in
charge

Jonathan NAU



https://en.wikiversity.org/wiki/IT_Fundamentals
https://www.ninjaone.com/blog/information-technology-it-fundamentals-core-concepts/
https://www.ninjaone.com/blog/information-technology-it-fundamentals-core-concepts/
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e https://medium.com/geekculture/the-fundamentals-of-
software-development-the-core-process-9ffaa6f8fabf
ClJIFIE TGV JFIETIOE o  https://onecoredevit.com/news-and-insights/software-
development/software-development-fundamentals-what-

you-need-to-know/

[B-MAT-100] Mathematics |

Supprimer le |
3 ECTS Mathematics |
Duration in hours Course:4 | TP/TD:10 Project: 35
ECUE prerequisites Know the basics of programming.

e Learnto code mathematical tools and functions within the
Objectives of the ECUE o )
framework of scientific programming.

e Linear algebra (vector analysis, matrix calculus)
e Geometry (geometric transformations and coordinate
systems)

ECUE content

(Main points covered) _ _ ) .
e Solving non-linear equations (polynomials of degrees 2

and 4)

Teaching methods and/or ) ) ) ]
5 2-week projects to be carried out in pairs.
resources

Each project is evaluated using automated tests to determine
. the ability to implement mathematical notions within an IT
Evaluation methods i o )

project. In addition, there are 2 reviews to assess

understanding of the mathematical concepts themselves.

Name(s) of person(s) in
charge

Ilias GROSY

e https://frwikipedia.org/wiki/Produit_matriciel#Produit_ma
triciel_ordinaire

Bibliography/webograpy

[B-MUL-100] C Graphical Programming

5 ECTS C Graphical Programming
Duration in hours Course : 2 TP/TD: 13 Project : 85
ECUE prerequisites C language fundamentals (B-CPE-100)

Acquire the fundamentals of graphic and event development.
Objectives of the ECUE Learn to use an external library, and understand its
documentation.

e Use and understanding of an external C graphics library

(CSFML)
ECUE content e Eventgraphics management
(Main points covered) e Sprite animation management

e  Graphic multi-entity management

e Crash system calculation



https://fr.wikipedia.org/wiki/Produit_matriciel#Produit_matriciel_ordinaire
https://fr.wikipedia.org/wiki/Produit_matriciel#Produit_matriciel_ordinaire
https://medium.com/geekculture/the-fundamentals-of-software-development-the-core-process-9ffaa6f8fabf
https://medium.com/geekculture/the-fundamentals-of-software-development-the-core-process-9ffaa6f8fabf
https://onecoredevit.com/news-and-insights/software-development/software-development-fundamentals-what-you-need-to-know/
https://onecoredevit.com/news-and-insights/software-development/software-development-fundamentals-what-you-need-to-know/
https://onecoredevit.com/news-and-insights/software-development/software-development-fundamentals-what-you-need-to-know/
Supprimer le I
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e 2 projects. Each focusing on different aspects (event,
Teaching methods and/or sprite animation then collision, multi-entity).

resources e Practical sessions on each project
e Project follow-up sessions for progress

e Anautomatic game
Evaluation methods e Part manual correction, code review
e Anoral presentation section

Name(s) of person(s) in
Tom KLEIN
charge

Bibliography/webography ‘ e CSFML (SFML / Download / Bindings) (sfml-dev.org)

[B-NSA-100] Networks and systems

3 ECTS Networks and Systems

Duration in hours Course : 1 TP/TD: 6 Project: 45

ECUE prerequisites ‘ No

e Discover how virtual machines work

e Understand the difference between different operatin
Objectives of the ECUE perating
systems

e Basic administration of a Linux installation

e Virtual machine creation

e Dual-boot installation of different operating systems
ECUE content e System configuration

(Main points covered) e Installation of essential utilities

e Account and group creation (rights management)

e File sharing between operating systems

Teaching methods and/or ) ) ) )
1 3-week project to be carried out in pairs
resources

The project is evaluated during a presentation in which group
members must demonstrate that they have acquired the
following skills (on a Linux system):

e How to partition a disk

e Setting up the environment

Evaluation methods e Setthe language used

e Manage groups and users

e Manage folder and file permissions

e Configuring an SSH server

e Mount partitions belonging to other operating systems
e |nstalling and configuring a web server

Name(s) of person(s) in

Aymeric FOUCHAULT & Jordan BANKOLE
charge

Bibliography/webography ‘ e https://gbp.resinfo.org/?p=261



https://www.sfml-dev.org/download/csfml/
https://gbp.resinfo.org/?p=261
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[B-PMP-100] Introduction to project management |

1 ECTS Introduction to project management |

Duration in hours Course : 1 TP/TD: 4 Project: 20

ECUE prerequisites No
Get people thinking about how to work on a project on their

own and in a group.

e Collaborate as part of a team, sharing values and pooling

Objectives of the ECUE knowledge, resources, tools and skills with a view to
production.

o Workindependently.

o Take the initiative.

o  Work methodology

e  Group conflict management

ECUE content
(Main points covered)

e Task management tools

Oral presentations by the students, in which they explain the
CEL IR SRR E project management methods used in the concrete case of
resources their project (from another E.U.). Feedback and advice from
teaching staff and peers.

Reviews are evaluated on the following points:

e Breaking down the projectinto tasks

Evaluation methods e Distribution of work among group members

e |Implementation of work organization processes (time and
task management tools, etc.)

Name(s) of person(s) in )
Gildas VINSON
charge

Bibliography/webography ‘ e https://asana.com/fr/resources/it-project-management

[B-PSU-100] UNIX system programming

7 ECTS Unix system programming
Course: 2 TP/TD: 13 Project: 110

Fundamentals of C programming.

Duration in hours

Discover the fundamentals of Unix programming through

Objectives of the ECUE )
system calls using the C language.

ECUE content e File management and rights

M s d) e Advanced terminal management (signals)
ain pom S covere

ECUE prerequisites ‘
e Discovering and using a library (Ncurses)

Teaching methods and/or

e Completion of 3 projects (2 on their own, and one in pairs)
resources

Evaluation methods Automated tests on each project.



https://asana.com/fr/resources/it-project-management
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Name(s) of person(s) in
Joffrey RIELA & Johan Tay-Nam

charge

e https://man7.org/linux/man-pages/mani/ls.1.html
e https://man7.org/linux/man-pages/man7/signal.7.html

Bibliography/webography

Semester 2 modules
[G-AlA-200] Discovery of Data Analysis

3 ECTS Discovery of Data Analysis
Duration in hours Course : 1 TP/TD: 3 Project: 45

e Fundamentals of C programming.
ECUE prerequisites . ) Prog ) g' —
e Basic understanding of algorithmic principles

e Introduce the principles of "artificial intelligence" through
Objectives of the ECUE data analysis
e Create alibrary to facilitate data analysis

e Recreate a library for reading and analyzing data in CSV
format

ECUE content

(Main points covered) .
e Pandas discovery

1 2-week project to be carried out in groups of 2, consisting of
CELG IR LB ERERIE recoding a light version of Pandas in C. Retrieve data from a
resources CSV file, identify the columns and their type, filter and order
the data and analyze it using mathematical tools.

. The project is evaluated by automated tests and a
Evaluation methods )
presentation.

Name(s) of person(s) in
charge
Bibliography/webography ‘ e https://pandas.pydata.org/

Julien CALENGE & Léo SAROCHAR

[G-AlA-201] Introduction to Data Analysis

5 ECTS Introduction to Data Analysis
Course: 1 TP/TD : 6 Project: 90

e Fundamentals of C programming.

Duration in hours

ECUE prerequisites ] ) ] o
e Basic understanding of algorithmic principles

e Use data analysis tools to select, clean and analyze data
Objectives of the ECUE e Discovering how to use Jupyter

e Using data with an A.l. model

Teaching methods and/or
resources

1 6-week project to be carried out in groups of 3.

. The project is evaluated by automated tests and a
Evaluation methods

presentation.



https://man7.org/linux/man-pages/man1/ls.1.html
https://man7.org/linux/man-pages/man7/signal.7.html
https://pandas.pydata.org/
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Name(s) of person(s) in ) ]
Julien CALENGE & Léo SAROCHAR

charge

e https://pandas.pydata.org/
e https://jupyter.org/

Bibliography/webography

[B-CPE-200] Elementary programming in C

10 ECTS Elementary programmingin C
Duration in hours Course: 2 TP/TD:15 Project: 185
ECUE prerequisites Programming fundamentals. Understanding basic algorithms.

Pushing the student's algorithmic thinking through complex
Objectives of the ECUE elementary programming projects. Learn about new types of
data structures.

ECUE content e Shortest path search algorithm
(Main points covered) e Graph theory

e 3 projects, each focused on understanding a different type
Teaching methods and/or of algorithm and data structure.

resources e Thefinal projectis an "assessment" project, applying the
concepts learned during the course of the year.

Each project is evaluated by automated tests assessing 5
different skills for each project:

e Algorithm application

Evaluation methods e Data structure

e Optimization

e Syntax analysis

e Robustness

Name(s) of person(s) in
charge

Kevin SPEGT

e http://sdz.tdct.org/sdz/le-pathfinding-avec-dijkstra.html

e https://fre.myservername.com/graph-implementation-c-

Bibliography/webography using-adjacency-list

e https://www.techiedelight.com/fr/implement-graph-data-
structure-c/

[G-CUS-200] KYT/CAT - Fundamentals of Artificial Intelligence

1 ECTS Fundamentals of Artificial Intelligence
Duration in hours Course: 1 TP/TD: 3 Project: 20

ECUE prerequisites No

Discover concepts, big names and important dates around
the theme of computing.

Objectives of the ECUE



https://pandas.pydata.org/
https://jupyter.org/
http://sdz.tdct.org/sdz/le-pathfinding-avec-dijkstra.html
https://fre.myservername.com/graph-implementation-c-using-adjacency-list
https://fre.myservername.com/graph-implementation-c-using-adjacency-list
https://www.techiedelight.com/fr/implement-graph-data-structure-c/
https://www.techiedelight.com/fr/implement-graph-data-structure-c/
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e Machine Learning: supervised, unsupervised and

reinforcement learnin
ECUE content 8

(Main points)

o Neural networks
e Automatic natural language processing
e Ethics and Bias

Teaching methods and/or

Self-paced learning in MOOC format
resources

Evaluation methods Evaluation via multiple-choice questionnaire

Name(s) of person(s) in
charge

Jonathan NAU

e https://learn.microsoft.com/fr-
fr/credentials/certifications/azure-ai-fundamentals/

Bibliography/webography

[G-CUS-201] KYT/CAT - Fundamentals of Cybersecurity

1ECTS Fundamentals of Cybersecurity
Duration in hours Course : 1 TP/TD:3 Project: 20
No

Discover the concepts, great names and important dates
Objectives of the ECUE bts, 8 P
around the theme of software development.

e Triad CIA: Confidentiality, Integrity and Availability

e Cryptography

ECUE content
(Main points covered) e Risk management

ECUE prerequisites ‘
e Network security

Teaching methods and/or o
Self-paced learning in MOOC format
resources

Assessment methods Evaluation via multiple-choice questionnaire

Name(s) of person(s) in
charge

Jonathan NAU

e https://learn.microsoft.com/en-
us/credentials/certifications/security-compliance-and-
identity-fundamentals

e https://learn.microsoft.com/en-
us/training/paths/describe-basic-concepts-of-
cybersecurity/

Bibliography/webography

[B-DOP-200] Introduction to DevOps

3 ECTS Introduction to DevOps
Duration in hours Course: 1 TP/TD : 11 Project : 35

ECUE prerequisites No



https://learn.microsoft.com/fr-fr/credentials/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/fr-fr/credentials/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/en-us/credentials/certifications/security-compliance-and-identity-fundamentals
https://learn.microsoft.com/en-us/credentials/certifications/security-compliance-and-identity-fundamentals
https://learn.microsoft.com/en-us/credentials/certifications/security-compliance-and-identity-fundamentals
https://learn.microsoft.com/en-us/training/paths/describe-basic-concepts-of-cybersecurity/
https://learn.microsoft.com/en-us/training/paths/describe-basic-concepts-of-cybersecurity/
https://learn.microsoft.com/en-us/training/paths/describe-basic-concepts-of-cybersecurity/
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Discover DevOps practices and related fundamental

Objectives of the ECUE

concepts

Containerization with Docker
ECUE content *

. . e Basic orchestration with Docker Compose
(Main points covered)

e Task automation with GitHub Actions

e 1 projectto deploy an existing application using
Teaching methods and/or containers.

resources e 1 second project focusing on the principles of process
automation via Github Actions

e Thefirst projectis evaluated via automated tests, and the
. second via a presentation.

Evaluation methods P . o )

e The module concludes with a review in which students

demonstrate their understanding of specific principles.

Name(s) of person(s) in
Hugo PEREZ
charge

e https://www.docker.com/
CIG G T WAL LT A o hitps://docs.docker.com/compose/
e https://github.com/features/actions

[G-ING-200] Discovery of Software Engineering

3 ECTS Discovery of Software Engineering
Duration in hours Course: 1 TP/TD: 3 Project: 45

C language fundamentals (B-CPE-100)
Fundamentals of graphic and event development (B-MUL-100)

ECUE prerequisites

e Learnto use an external library and understand its
. . documentation.

Objectives of the ECUE . )

e |earn how to design and create a user interface

e |earnthe basics of game and level design

e Use and understanding of an external C graphics library
(CSFML)
e Graphical visualization of raw data

ECUE content
(Main points covered)

. e Group synthesis project

Teaching methods and/or p y P ‘J )

e Practical work sessions on each project
resources . .

e Project follow-up sessions for progress

e Anautomatic game
Evaluation methods e Part manual correction, code review
e Akeynote

Name(s) of person(s) in
Tom KLEIN
charge

e CSFML (SFML / Download / Bindings) (sfml-dev.org)
e |eveldesign - Wikipedia (wikipedia.org)

Bibliography/webography



https://www.sfml-dev.org/download/csfml/
https://fr.wikipedia.org/wiki/Level_design
https://www.docker.com/
https://docs.docker.com/compose/
https://github.com/features/actions
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[G-ING-201] Introduction to Software Engineering

5 ECTS Introduction to Software Engineering
Duration in hours Course : 1 TP/TD : 6 Project : 90

C language fundamentals (B-CPE-100)
Fundamentals of graphic and event development (B-MUL-100)

ECUE prerequisites

e |earntouse an external library and understand its
. . documentation.

Objectives of the ECUE . ]

e Learn how to design and create a user interface

e Learn the basics of game and level design

e Use and understanding of an external C graphics library
ECUE content (CSFML)

(Main points) e Design and create a video game by thinking about game
design and level design

. e Group synthesis project

Teaching methods and/or p y P .J )

e Practical work sessions on each project
resources . .

e Project follow-up sessions for progress

e Anautomatic game
Evaluation methods e Part manual correction, code review
e Akeynote

Name(s) of person(s) in
Tom KLEIN
charge

e CSFML (SFML / Download / Bindings) (sfml-dev.org)
CILOTE T WAL LG T o | evel design - Wikipedia (wikipedia.org)
e Game design - Wikipedia (wikipedia.org)

[B-MAT-200] Mathematics

3 ECTS Mathematics
Duration in hours Course: 4 TP/TD : 10 Project: 35

ECUE prerequisites Know the basics of programming.

Learn to code mathematical tools and functions for scientific

Objectives of the ECUE .
programming.

Numerical sequences
ECUE content ° u ! au

. . e Calculation and analysis of functions (derivatives,
(Main points covered)

integrals)

Teaching methods and/or

5 2-week projects to be carried out in pairs.
resources

Each project is evaluated using automated tests to determine

Evaluation methods . . . .
the ability to implement mathematical concepts within an IT



https://fr.wikipedia.org/wiki/Game_design
https://www.sfml-dev.org/download/csfml/
https://fr.wikipedia.org/wiki/Level_design
https://fr.wikipedia.org/wiki/Game_design
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project. In addition, there are 2 reviews to assess

understanding of the mathematical concepts themselves.

Name(s) of person(s) in

Ilias GROSY
charge

e https://frwikipedia.org/wiki/D%C3%A9rivation_num%C3
%A9rique

Bibliography/webograpy

[B-PMP-200] Introduction to project management

3 ECTS Introduction to project management

Duration in hours Course: 1 TP/TD:5 Project: 50

ECUE prerequisites No

Deepen your knowledge of project and group management.

e Developing test policies

e Collaborate within a team, sharing values and pooling
knowledge, resources, tools and skills with a view to
production.

Objectives of the ECUE e Work independently.

e Take the initiative.

e Manage a project (design, steering, team coordination,
implementation and management, evaluation,
dissemination) that can mobilize multidisciplinary skills
within a collaborative framework.

e Work methodology

e Group conflict management
ECUE content P g

. . e Task management tools
(Main points covered)

e Unittesting
e |ntegration tests

Oral presentations by the students, in which they explain the
CEIRER G L EERLIE project management methods used in the concrete case of
resources their project (from another E.U.). Feedback and advice from
teaching staff and peers.

Reviews are evaluated on the following points:

e Breaking down the projectinto tasks

e Distribution of work among group members

Evaluation methods e Implementation of work organization processes (time and
task management tools, etc.)

e Setting up atest policy

e Unit test coverage rate

Name(s) of person(s) in

Gildas VINSON
charge

Bibliography/webography ‘ e https://asana.com/fr/resources/it-project-management



https://fr.wikipedia.org/wiki/D%C3%A9rivation_num%C3%A9rique
https://fr.wikipedia.org/wiki/D%C3%A9rivation_num%C3%A9rique
https://asana.com/fr/resources/it-project-management
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e https://learn.microsoft.com/fr-fr/visualstudio/test/unit-
test-basics?view=vs-2022

[B-PSU-200] Shell programming

10 ECTS Shell programming
Duration in hours Course : 2 TP/TD: 15 Project: 185
ECUE prerequisites ‘ Fundamentals of C programming.

Objectives of the ECUE Discover process management on a Unix system.

e Create your own shell (command interpreter)

ECUE content e Writing a complex parser

. . e Environment context management
(Main points covered)

e Running processes in the background
e  Group work

The creation of a command interpreter is divided into 3
successive parts (projects):
e Minishell1l, command line interpretation and process

Teaching methods and/or execution

resources e Minishell2, more complex command line and
management of I/0 redirection between processes
(piping)

e 42sh, full-featured command interpreter

Automated tests to validate the knowledge acquired on each
Evaluation methods project, plus a keynote session for students to present their
final results.

Name(s) of person(s) in
Joffrey RIELA & Johan Tay-Nam
charge

e https://frwikipedia.org/wiki/Bourne-Again_shell
e https://frwikipedia.org/wiki/Analyse_LL

Bibliography/webography

[G-SEC-200] Discovery of Cyber Security

3 ECTS Discovery of Cyber Security
Duration in hours Course: 1 TP/TD: 4 Project : 45
ECUE prerequisites No

Discover standard hacking, enumeration and privilege
elevation techniques.

Objectives of the ECUE

e Command injection

SOL iniecti
ECUE content * SQlinjec |on. o _
e SSTI (Server Side Template Injection) operation

(Main points covered)

e SUID vulnerability exploitation
e Exploiting vulnerabilities Capabilities



https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
https://fr.wikipedia.org/wiki/Bourne-Again_shell
https://fr.wikipedia.org/wiki/Analyse_LL
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e Exploitation of CVEs (Common Vulnerabilities Exposures)

e Attack onvulnerable virtual machines made available to
Teaching methods and/or students by the school, each focusing on different types
resources of vulnerability.

e Capture The Flag project to be carried out in pairs

Assessmentis based on the number of flags found (each flag
corresponding to a technical skill expected in the module).
Evaluation methods The assessment is completed by an oral presentation in which
students present their methodology and the application of
acquired skills.

Name(s) of person(s) in i
Théo CAMPOS
charge

e https://tryhackme.com/
e https://www.root-me.org/fr/Capture-The-Flag/

Bibliography/webography

[G-SEC-201] Introduction to Cyber Security

5 ECTS Introduction to Cyber Security
Duration in hours Course: 1 TP/TD: 6 Project : 90

ECUE prerequisites No

. Discover binary security and how to exploit vulnerabilities to
Objectives of the ECUE ] y y P
gain access.

e Buffer overflow

ECUE content e Exploiting formatting chains
(Main points covered) e Integer overflow/underflow

e Access to uninitialized memory

e Aprojectto be carried outin a group, representing a
Teaching methods and/or simulation of a program from which information is to be
resources obtained.

e Report onvulnerabilities and their exploitation

Evaluation methods Assessment is by oral presentation.

Name(s) of person(s) in ]
Théo CAMPOS
charge

e https://ctf101.org/binary-exploitation/what-is-binary-
security/

Bibliography/webography

[B-WEB-200] Introduction to web development

3 ECTS Introduction to web development
Duration in hours Course: 1 TP/TD:5 Project: 40

ECUE prerequisites Programming fundamentals

Objectives of the ECUE e Understand the basic principles of web development



https://tryhackme.com/
https://www.root-me.org/fr/Capture-The-Flag/
https://ctf101.org/binary-exploitation/what-is-binary-security/
https://ctf101.org/binary-exploitation/what-is-binary-security/
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e Discovering the back-end/front-end difference

e Discover how to use a database
e |ntroduction to NodelS and REST APIs
e Creating ato-do list application

e Communication between back-end and front-end via an
API
e SQL database
e http protocol (verbs, response code, authentication, etc.)
ET I ER G GRERELTILIE o 1 project for a group of 2 or 3 people to create an API for
resources managing a to-do list.

ECUE content
(Main points covered)

The project is evaluated during a presentation in which the
group members must demonstrate that their project works on
the following points:

. e Project architecture

Evaluation methods S .

e Authentication implementation

e Persistence through a database

e How the APl works

e Respecting REST conventions

Name(s) of person(s) in
Enes KOC & Jonathan NAU
charge

e https://blog.logrocket.com/build-rest-api-node-express-

Bibliography/webography mysql/ .
e https://developer.mozilla.org/fr/docs/Learn/Server-

side/Express_Nodejs/Introduction

Semester 4 Modules
[B-PDG-300] Paradigms Seminar

8 ECTS Paradigms Seminar
Duration in hours Course: 15 TP/TD:5 Project: 130
ECUE prerequisites Imperative programmingin C

e Acquire the technical tools needed to carry out advanced
Objectives of the ECUE projects in the 2nd year.

e Preparation for module B-OOP-400, B-FUN-400

e |ntroduction to 3 programming paradigms :

ECUE content e Functional programming in Haskell

(Main points covered) e Modular programming in CPObject-oriented programming
in C++

e 1introductory session on the paradigms addressed

Teaching methods and/or [i§ 13 days of intensive tutored exercises, discovering each
paradigm through a series of progressive exercises

e 3 group pojects applying the paradigms studied during the
week

resources



https://blog.logrocket.com/build-rest-api-node-express-mysql/
https://blog.logrocket.com/build-rest-api-node-express-mysql/
https://developer.mozilla.org/fr/docs/Learn/Server-side/Express_Nodejs/Introduction
https://developer.mozilla.org/fr/docs/Learn/Server-side/Express_Nodejs/Introduction
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e 3 project presentations

Identification of validated skills based on :

e Exercise day results

Evaluation methods e Group project presentations enabling each student to
showcase the skills acquired in the course of the project

e Final keynote

Name(s) of person(s) in

Guillaume DEVOILLE, Léo FORNES and Mattéo VOLPI
charge

e https://wiki.haskell.org/Functional_programming

e https://en.wikipedia.org/wiki/Modular_programming
CILVLFIETd WAV TFIET A o  hitps://developer.mozilla.org/en-
US/docs/Learn/JavaScript/Objects/Object-
oriented_programming

[B-ASM-400] x86_64 Assembly

3 ECTS x86_64 Assembly
Duration in hours Course : 1 TP/TD:5 Project: 40

ECUE prerequisites Basic knowledge of the C language

Discover x86-64 assembler programming so you can write
Objectives of the ECUE small applications in assembler and understand
disassembled code.

ECUE content Creation of a dynamic library containing a number of glibC
(Main points covered) functions recoded in x86-64 assembler.

Teaching methods and/or . )
1 individual project

resources
Evaluation methods Automated project testing
Name(s) of person(s) in
(s)ofp (s) Ilias GROSY
charge
Bibliography/ e https://en.wikipedia.org/wiki/X86-64

e https://www.intel.com/content/www/us/en/developer/arti
cles/technical/intel-sdm.html

webography

[B-CCP-400] Concurrent programming

5 ECTS Concurrent programming

Duration in hours Course: 1 TP/TD: 10 Project : 85

Knowledge of C programming and fundamentals of C++
programming (B-PDG-300).
Objectives of the ECUE Discover parallelism and concurrent programming

ECUE prerequisites

e Discover threads, mutexes and conditional variables
ECUE content e Implementation of a parallel producer/consumer diagram.
(Main points covered) e Managing competition between multiple processes and
threads



https://en.wikipedia.org/wiki/X86-64
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
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1 introductory project on parallelism to be done on your own,

Teaching methods and/or

followed by a group project asking you to implement a more
resources
complex concurrency program.

Evaluation methods Assessment by automated tests, supplemented by a defense.

Name(s) of person(s) in
charge

Jonathan NAU

Bibliography/ e https://blog.engineering.publicissapient.fr/2008/08/13/pr
webography ogrammation-concurrentielle-notions-fondamentales/

[G-CNA-400] Computer Numerical Analysis

3 ECTS Computer Numerical Analysis
Duration in hours Course: 5 TP/TD: 20 Project : 50
ECUE prerequisites ‘ Programming knowledge

Learn to code mathematical tools and functions for scientific
Objectives of the ECUE ]
programming

e Probability (random variables, random experiments,
ECUE content events., bmormal law, quson s law)

e Combinatorial calculation

e Statistics (descriptive statistics, correlations, sampling)
e Expectation, variance, standard deviation

(Main points covered)

Teaching methods and/ ) ) . )
9 2-week projects to be carried out in pairs
or resources

Each project is evaluated using automated tests to determine
the ability to implement mathematical concepts within an IT
Evaluation methods project.

There are also 2 reviews to assess understanding of the
mathematical concepts themselves.

Name(s) of person(s) in )
Ilias GROSY
charge

Bibliography/webography

[G-CUS-400] KYT/CAT-Networks & communication

1 ECTS KYT/CAT-Networks & communication
Duration in hours Course: 1 TP/TD: 3 Project: 20

ECUE prerequisites No

Discover concepts, big names and important dates around
the theme of networks and digital communication.

ECUE content e OSImodel
e Network devices (router, switch, gateway)

e History of telecommunications

Objectives of the ECUE

(Main points covered)



https://blog.engineering.publicissapient.fr/2008/08/13/programmation-concurrentielle-notions-fondamentales/
https://blog.engineering.publicissapient.fr/2008/08/13/programmation-concurrentielle-notions-fondamentales/
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e Internet

Teaching methods and/or

Autonomous learning on a corpus of resources provided
resources

Evaluation methods 3Q.C.M.
Name(s) of person(s) in
charge

Jonathan NAU

e https://frwikipedia.org/wiki/Mod%C3%A8le_OSI
CHIGY{ET WA I Tl Al ¢ hitps://www.oreilly.com/library/view/routing-and-
switching/9780133476200/

[G-CUS-401] KYT/CAT - Processor Architecture

1 ECTS KYT/CAT - Processor Architecture
Duration in hours Course: 1 TP/TD: 3 Project: 20

ECUE prerequisites No

Discover the concepts, great names and important dates
Objectives of the ECUE P ) g P
around the theme of video games

The professions behind video games

Working conditions in the video game industry
How a "game loop" works

The societal challenges of video games

ECUE content
(Main points)

Teaching methods and/or ) )
Independent learning on a corpus of provided resources
resources
Evaluation methods 3Q.C.M.

Name(s) of person(s) in

charge

Jonathan NAU

o e http://snjv.org/wp-content/uploads/2021/09/Barometre-
Bibliography/ SNJV-2021-1.pdf

webography e https://www.theguardian.com/technology/2018/oct/11/te
ch-gender-problem-amazon-facebook-bias-women

[B-DOP-400] DevOps

4 ECTS DevOps
Duration in hours Course: 5 TP/TD: 10 Project : 60

Basic knowledge of Docker and automation is recommended
(B-DOP-200)
Continued learning of DevOps practices and a deeper

ECUE prerequisites

Objectives of the ECUE

understanding of automation.

ECUE content e Task automation with Jenkins
(Main points covered) e Configuration management with Ansible



https://fr.wikipedia.org/wiki/Mod%C3%A8le_OSI
https://www.oreilly.com/library/view/routing-and-switching/9780133476200/
https://www.oreilly.com/library/view/routing-and-switching/9780133476200/
http://snjv.org/wp-content/uploads/2021/09/Barometre-SNJV-2021-1.pdf
http://snjv.org/wp-content/uploads/2021/09/Barometre-SNJV-2021-1.pdf
https://www.theguardian.com/technology/2018/oct/11/tech-gender-problem-amazon-facebook-bias-women
https://www.theguardian.com/technology/2018/oct/11/tech-gender-problem-amazon-facebook-bias-women
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Teaching methods and/or [ 1 project to discover the concept of "configuration-as-
code" and deploy an instance of Jenkins
e 1 project discovering task automation via Ansible

resources

e The first projectis evaluated via automated tests, and the
second via a presentation.

e The module concludes with a review, enabling students to
demonstrate their understanding of specific principles.

Evaluation methods

Name(s) of person(s) in

Hugo PEREZ
charge

e https://www.jenkins.io/
e https://www.ansible.com/

Bibliography/webography

[B-FUN-400] Functional Programming

7 ECTS Functional Programming
Duration in hours Course : 3 TP/TD:10 Project: 115

ECUE prerequisites Basic functional programming (B-PDG-300)

Deepen your understanding of the functional paradigm and

Objectives of the ECUE
the Haskell language.

e Application design based on the functional paradigm

ECUE content e Recursive functions and higher-order functions

e Handling lists, tuples and data structures

e /O management with the IO monad

e Error handling with the Maybe monad

e Implementation of Wolfram's elementary cellular
automata in Haskell (two-week project to be carried out
alone)

e Implementation of an image compression tool using the K-
Means algorithm

e Conversion between different text formats (markdown,
html, json)

Evaluation methods Automated project testing

(Main points covered)

Teaching methods and/or
resources

Name(s) of person(s) in
charge

Marc PLANARD

e https://mathworld.wolfram.com/ElementaryCellularAuto
Bibliography/ maton.html

webography e https://towardsdatascience.com/three-versions-of-k-
means-cf939b65f4ea

[B-NWP-400] Network programming

7 ECTS Network programming

Duration in hours Course: 1 PT/DT : 11 Project: 110

ECUE prerequisites Knowledge of C programming.



https://www.jenkins.io/
https://www.ansible.com/
https://mathworld.wolfram.com/ElementaryCellularAutomaton.html
https://mathworld.wolfram.com/ElementaryCellularAutomaton.html
https://towardsdatascience.com/three-versions-of-k-means-cf939b65f4ea
https://towardsdatascience.com/three-versions-of-k-means-cf939b65f4ea
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Objectives of the ECUE e Discover network programming using TCP/IP sockets

o Creating a client/server architecture

ECUE content e Manage several customers in parallel

e Using TCP packets

e |mplementing an existing protocol

e Create and document an "in-house" protocol

1 project to be carried out on your own, enabling you to learn
CET T PN CiL G BT VI about sockets by implementing an existing protocol, and a
resources more substantial project to be carried out in a group, where
the protocol has to be invented and documented.

(Main points covered)

Projects are assessed automatically to validate the skills
associated with the module.

Evaluation methods

Name(s) of person(s) in o )
Jérémy ANDREY & Gildas VINSON
charge

e http://manpagesfr.free.fr/man/man2/socket.2.html

e https://www.cnetfrance.fr/news/le-monde-est-plus-
connecte-que-jamais-495-milliards-de-personnes-
utilisent-internet-en-2022-39946508.htm

Bibliography/webography

[B-OOP-400] Object-oriented programming

8 ECTS Object-oriented programming
Duration in hours Course: 2 TP/TD: 19 Project: 130

ECUE prerequisites Fundamentals of object-oriented programming (B-PDG-300)

e Application of object-oriented programming concepts
Objectives of the ECUE discovered in the previous module.

e Group work methodology.
Through 3 projects, acquire or reinforce the following
concepts:

ECUE content

(Main points) o Interfaces, abstract classes, polymorphism.

e Encapsulation.
Constructing and solving graphs.

3 projects using object-oriented programming concepts:

1 introductory session to the project

1 design follow-up

1 implementation follow-up

1 defense

Identification of student skills based on project presentations.

Teaching methods and/or

.
.
resources
.
.

Evaluation methods

Name(s) of person(s) in Guillaume DEVOILLE & Mattéo VOLPI

charge

Bibliography/webography ‘ e https://isocpp.org/



http://manpagesfr.free.fr/man/man2/socket.2.html
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://www.cnetfrance.fr/news/le-monde-est-plus-connecte-que-jamais-495-milliards-de-personnes-utilisent-internet-en-2022-39946508.htm
https://isocpp.org/
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[B-PMP-400] Project management

3 ECTS Project management
Duration in hours Course : 1 TP/TD:5 Project : 50

Know the basics of managing short single and small group
projects.

ECUE prerequisites

e Deepen your knowledge of project and group
management.

e Developing test policies

e Collaborate within a team, sharing values and pooling
knowledge, resources, tools and skills with a view to
production.

Objectives of the ECUE e Work independently.

e Take the initiative.

e Manage a project (design, steering, team coordination,

implementation and management, evaluation,

dissemination) that can mobilize multidisciplinary skills

within a collaborative framework.

Deploy IT applications, manage test phases and upgrades.

Work methodology

Group conflict management

Task management tools

Unit testing

® Integration tests

Oral presentations by the students, in which they explain the

CE LR G L EERLIE project management methods used in the concrete case of

resources their project (from another E.U.). Feedback and advice from

ECUE content
(Main points covered)

teaching staff and peers.

Evaluation methods Evaluation of organizational quality reviews.

Name(s) of person(s) in
charge

Gildas VINSON

e https://asana.com/fr/resources/it-project-management

CHJIGYIETANZA T T L\l o  https://learn.microsoft.com/fr-fr/visualstudio/test/unit-
test-basics?view=vs-2022

[B-PSU-400] Unix Prog - Instrumentation

7 ECTS Unix Prog - Instrumentation
Duration in hours Course: 2 TP/TD:13 Project: 110

ECUE prerequisites Knowledge of C programming

Discover how an ELF file works and the operating principles of

Objectives of the ECUE
a debugger

e Find out what information can be retrieved from an ELF file
ECUE content ¢ Discerning kernel space from user space

(Main points covered) e Find out what information can be retrieved from a process
e Exploring the concept of system calls in greater depth



https://asana.com/fr/resources/it-project-management
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
https://learn.microsoft.com/fr-fr/visualstudio/test/unit-test-basics?view=vs-2022
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e Learn how to trace program execution

e |earnto decode x86-64 binary instructions

3 projects, each designed to introduce new concepts:

LEECUIBERG I BLEE LTI o Retrieving symbols and information from an ELF file

resources e Creation of a system call tracer for ELF files

e Creation of a function call tracer for ELF files
Evaluation methods Automated project testing

Name(s) of person(s) in
charge

Jonathan NAU

Bibliography/ e https://www.intel.com/content/www/us/en/developer/arti
webography cles/technical/intel-sdm.html

[B-SEC-400] Cyber security

3 ECTS Cyber security

Duration in hours Course : 1 TP/TD: 4 Project : 45

ECUE prerequisites Basic knowledge of cyber security (B-SEC-200)

Discover advanced hacking, enumeration and privilege
Objectives of the ECUE , _ 8 privites
elevation techniques.

e Command injection

e SQL injection

ECUE content e SSTI (Server Side Template Injection) operation

(Main points) e SUID vulnerability exploitation

o Exploiting vulnerabilities Capabilities

e Exploitation of CVEs (Common Vulnerabilities Exposures)
e Attack onvulnerable virtual machines made available to
Teaching methods and/or students by the school, each focusing on different types
resources of vulnerability.

e Capture The Flag project to be carried out in pairs
Assessment is based on the flags found (each linked to a

. module skill). The assessment is completed by an oral
Evaluation methods o ; )
presentation in which students present their methodology

and the application of acquired skills.

Name(s) of person(s) in
charge

Théo CAMPOS

e https://tryhackme.com/

Bibliography/webograph
graphy graphy e https://www.root-me.org/fr/Capture-The-Flag/

[B-YEP-400] Year-end project Zappy

7 ECTS [B-YEP-400] Year-end project Zappy
Duration in hours Course : 1 TP/TD: 8 Project: 120

ECUE prerequisites e C++object-oriented programming



https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://tryhackme.com/
https://www.root-me.org/fr/Capture-The-Flag/
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e Knowledge of C programming
e C/C++ network implementation skills

e Basic skills in using a graphics library (SFML)
Objectives of the ECUE Apply the year's key concepts to a substantial project

Programming a graphical interface in C++ using SFML

C server capable of managing multiple clients
Implementing game logic

Development of small artificial intelligences capable of
coordinating to win the game

e Teamwork

ICELIL PR G ERE VT8 A major project at the end of the second year (called "Zappy"),

resources bringing together all the essential points of the year.

ECUE content
(Main points)

. Assessment of the various skills via a defense and an oral
Evaluation methods L
presentation in keynote format

Name(s) of person(s) in
charge
CILU I ET WAV TSI T 0\l o https://frwikipedia.org/wiki/Zaphod_Beeblebrox

Jonathan NAU

Semester 5 Modules
[B-AIA-500] Artificial intelligence

4 ECTS Artificial intelligence
Course: 2 TP/TD: 8 Project : 65

Create programs and implement algorithms.

Duration in hours

ECUE prerequisites

e Discover game theory

e Deepenyour knowledge of A.l.

e Game theory

e Min/max and alpha-beta pruning

e Technical constraints (memory, speed)

CET LG R L ERE [ VI8 Creation of a program capable of playing gomoku ninuki
resources against humans and other artificial intelligences in groups.

Evaluation methods Evaluation via automated tests.

Name(s) of person(s) in
charge

ECUE content

Objectives of the ECUE
(Main points covered)

Jérémy ANDREY

e https://www.jeu-de-go.com/gomoku-ninuki.html
CIL ST WALV T IIET W\ o https://www.economie.gouv.fr/facileco/john-nash

e https://www.universalis.fr/encyclopedie/theorie-des-jeux/

[B-CNA-500] Computer Numerical Analysis

4 ECTS Computer Numerical Analysis
Duration in hours Course: 3 TP/TD: 15 Project: 70

ECUE prerequisites Knowledge of programming and basic algorithms



https://fr.wikipedia.org/wiki/Zaphod_Beeblebrox
https://www.jeu-de-go.com/gomoku-ninuki.html
https://www.economie.gouv.fr/facileco/john-nash
https://www.universalis.fr/encyclopedie/theorie-des-jeux/
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Implement some advanced tools and algorithms used for

Objectives of the ECUE

scientific calculations

ECUE content ° Cryptography
(Main points covered) e Neural network
LCETLER G L ERERTVLIE 2 projects tackling two different themes through the use of
resources digital and mathematical tools.
Evaluation methods Each projectis evaluated at a
Name(s) of person(s) in
(s)ofp (s) Ilias GROSY
charge
Bibliography/webography
[B-CPP-500] Advanced C++
9 ECTS Advanced C++
Duration in hours Course: 2 TP/TD: 8 Project : 165

Knowledge of object-oriented programming, proficiency in
ECUE prerequisites 8 ) prog g&p y
C++ language

Development of a multiplayer game engine, and
Objectives of the ECUE  [ARNSING player game engir
implementation of a game using this engine

e Network programming

ECUE content e Software architecture

e Software engineering (dependency management, cross-
platform, source code management, etc.)

e Technical documentation

e Discovery of ECS architecture through a TD

e |n"project mode" for the course of the module

(Main points covered)

Teaching methods and/or

resources . . . .
e Intermediary points to validate project progress

Evaluation of a minimum implementation after one month,
Evaluation methods then evaluation of the whole project after 2 months of
development.

Name(s) of person(s) in
charge

Gabriel CADET & Gabriel CUVILLIER

e Game Engine Architecture - Jason Gregory - ISBN-13:
Bibliography/webography 9781138035454

e https://fabiensanglard.net/quake3/index.php

[G-CUS-500] KYT/CAT-Algorithms B-CUS-500

1ECTS KYT/CAT-Algorithms
Duration in hours Course:1 | TP/TD:3 Project : 20

ECUE prerequisites No



https://fabiensanglard.net/quake3/index.php
B-CUS-500
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Discover concepts, great names and important dates around

the theme of algorithms

Objectives of the ECUE

e Theoretical discovery of data structures
ECUE content e The big names in algorithms

e Different paradigms

e Asymptotic comparison

e Algorithmic complexity

(Main points covered)

Teaching methods and/or
resources

Evaluation methods 3Q.C.M.
Name(s) of person(s) in

charge

Independent learning on a corpus of provided resources

Jonathan NAU

e https://en.wikipedia.org/wiki/Donald_Knuth
Bibliography/ e https://www.101computing.net/heuristic-approaches-to-
webography problem-solving/

e https://www.pnas.org/doi/pdf/10.1073/pnas.1418680112

[G-CUS-501] KYT/CAT-Video games B-CUS-500

1ECTS KYT/CAT-Video games
Duration in hours Course:1 | TP/TD:3 Project: 20
ECUE prerequisites No

around the theme of video games

e The professions behind video games

o  Working conditions in the video game industry
e How a "game loop" works

e The societal challenges of video games

ECUE content

Objectives of the ECUE Discover the concepts, great names and important dates
(Main points covered)

Teaching methods and/or

Independent learning on a corpus of provided resources
resources

Evaluation methods 3Q.C.M.

Name(s) of person(s) in

charge

Jonathan NAU

e http://snjv.org/wp-content/uploads/2021/09/Barometre-
Bibliography/ SNJV-2021-1.pdf

webography e https://www.theguardian.com/technology/2018/oct/11/te
ch-gender-problem-amazon-facebook-bias-women

[B-DEV-500] Application development

9 ECTS Application development
Duration in hours Course: 2 TP/TD: 8 Project: 165

ECUE prerequisites Programming knowledge



https://en.wikipedia.org/wiki/Donald_Knuth
https://www.101computing.net/heuristic-approaches-to-problem-solving/
https://www.101computing.net/heuristic-approaches-to-problem-solving/
https://www.pnas.org/doi/pdf/10.1073/pnas.1418680112
http://snjv.org/wp-content/uploads/2021/09/Barometre-SNJV-2021-1.pdf
http://snjv.org/wp-content/uploads/2021/09/Barometre-SNJV-2021-1.pdf
https://www.theguardian.com/technology/2018/oct/11/tech-gender-problem-amazon-facebook-bias-women
https://www.theguardian.com/technology/2018/oct/11/tech-gender-problem-amazon-facebook-bias-women
B-CUS-500
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See a complete project management cycle, from the research
Objectives of the ECUE phase to the Minimum Viable Product and final
implementation.

e Exploring languages and technologies

Project planning

Using REST APIs

Oauth2

Software engineering (dependency management, cross-

platform, source code management, etc.)

e Technical documentation

A 5-student group project divided into 3 phases:

Teaching methods and/or EEEECFTTNT

resources e Minimum Viable Product

e Final product

Evaluation methods e 3 presentations, each concluding a phase of the project.

e The first will assess the group's ability to plan and choose
its technology stack, as well as its ability to set up a form
of work organization.

e The second focuses on the realization of a Minimum
Viable Product and the updating of the initial plan to
reflect the reality of progress and the students' ability to
analyze and step back from the difference between what
was initially planned and what has been achieved to date.

e The last evaluates the technical aspect of the final project
and the students' ability to make a post-mortem of one of
their projects (both technically and in terms of group
organization).

e Allthe students in a group take part in the defense and are
questioned to ensure that the whole group has acquired
(or not) the necessary skills.

ECUE content
(Main points covered)

Name(s) of person(s) in
Jonathan NAU

charge

T AT\ ZAVE LTI iVl ©  https://ifttt.com/
e https://fr.smartsheet.com/content/it-project-plan

[B-DOP-500] Advanced DevOps

4 ECTS ‘ Advanced DevOps

Duration in hours Course: 1 TP/TD: 10 Project : 65
Familiarity with docker and docker-compose and automation
via ansible (B-DOP-200 and B-DOP-400 recommended)

Continued learning of DevOps practices and joint application
of the 4 concepts and technologies seen above.

ECUE content e Orchestration with Kubernetes
e Use Docker, Jenkins, Ansible, and Kubernetes in a single
project

ECUE prerequisites

Objectives of the ECUE

(Main points)



https://ifttt.com/
https://fr.smartsheet.com/content/it-project-plan

Teaching methods and/or
resources

Evaluation methods

Name(s) of person(s) in
charge

Bibliography/webography
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2 group projects, the first exploring orchestration via
Kubernetes, and the second applying all the skills explored in
the DevOps courses to a real-life project.

e Thefirst projectis evaluated via automated tests, and the
second via a presentation.

e The module concludes with a review in which students
demonstrate their understanding of specific principles.

Hugo PEREZ

e https://kubernetes.io/

[B-FUN-500] Functional Programming

9 ECTS

Duration in hours
ECUE prerequisites
Objectives of the ECUE

ECUE content
(Main points covered)

Teaching methods and/or
resources

Evaluation methods
Name(s) of person(s) in
charge

Functional Programming

Course: 2 TP/TD : 8 Project: 165

Functional programming in Haskell (B-FUN-400)

Syntax analysis, interpretation and compilation in Haskell

Syntax analysis using top-down recursion and combinators.
Techniques for implementing this parser in Haskell.

Syntax analysis of symbolic expressions (LISP)

Abstract syntax tree

Interpretation by syntax tree traversal

Stack-machine virtual machine

Compilation

Implementation of a LISP interpreter using environment
passing and syntax tree traversal, in Haskell.
Implementation of a combinatorial parsing library in Haskell.
Implementing a compiler

Virtual machine implementation (optional)

ntermediate and final defense

Marc PLANARD and Gabriel TOUBLANC

Bibliography/webography A

http://languagelog.ldc.upenn.edu/myl/llog/jmc.pdf

https://www.aosabook.org/en/500L/a-python-interpreter-
written-in-python.html

[B-SEC-500] Advanced Security

4 ECTS
Duration in hours

ECUE prerequisites

Objectives of the ECUE

ECUE content

Advanced Security

Course: 1 TP/TD : 4 Project: 70

UE B-SEC-200 and B-SEC-400 are recommended.

Discover advanced notions of hacking, enumeration and
elevation of privileges.

e Command injection



https://kubernetes.io/
http://languagelog.ldc.upenn.edu/myl/llog/jmc.pdf
https://www.aosabook.org/en/500L/a-python-interpreter-written-in-python.html
https://www.aosabook.org/en/500L/a-python-interpreter-written-in-python.html
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(Main points covered) SQL injection

SSTI (Server Side Template Injection) operation

SUID vulnerability exploitation

Exploiting vulnerabilities Capabilities

Exploitation of CVEs (Common Vulnerabilities Exposures)
Exploiting vulnerabilities with SSH Tunneling

e Exploiting vulnerabilities using reverse port forwarding
Attack on vulnerable virtual machines made available to
students by the school, each focusing on different types of
vulnerability.

Assessment is based on the flags found (each linked to a
module skill). The assessment is completed by an oral

presentation in which students present their methodology

Teaching methods and/or

resources

Evaluation methods

and the application of acquired skills.

Name(s) of person(s) in ] )
Gabriel TOUBLANC & Julien CHASSARD
charge

e https://book.hacktricks.xyz/generic-methodologies-and-
resources/tunneling-and-port-forwarding

Bibliography/webography

[B-SVR-500] Survivor seminar

5 ECTS Survivor Seminar
Duration in hours Course: 2 TP/TD: 3 Project: 95
ECUE prerequisites Solid programming skills.

Objectives of the ECUE e Talking with customers to meet their needs
e Adapting to any situation

e Know how to communicate professionally
ECUE content e Developing a project within constraints
(Main points) e Anticipating the unpredictable
e Saying "no
Teaching methods A two-week project using web technologies, but with a lot going
and/or resources on that requires constant adaptation.
Evaluation methods Evaluation is based on 2 presentations on the progress of the

functionalities, and a keynote analyzing the group's adaptability
and professionalism.

Name(s) of person(s) in
(s)ofp (s) Jonathan Nau

charge

CILN LT WAV T T-{-T M @  https://www.myconnecting.fr/articles/adaptabilite-

hy professionnelle-soft-
skill/#:~:text=La%20meilleure%20fa%C3%A70n%20de%20
s,s adapt%20%C3%A0%20the%20situation.



https://book.hacktricks.xyz/generic-methodologies-and-resources/tunneling-and-port-forwarding
https://book.hacktricks.xyz/generic-methodologies-and-resources/tunneling-and-port-forwarding
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
https://www.myconnecting.fr/articles/adaptabilite-professionnelle-soft-skill/#:~:text=La%20meilleure%20fa%C3%A7on%20de%20s,s'adapter%20%C3%A0%20la%20situation
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